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& [ #% Apple Google Yahoo! Bing New Sales Demo MIADMIN Atlas - NEW Google Maps MyPhone@Work Atlas  MISupport Eval Portal Ml WebEx

Sharky's Vigenere Cipher

[ home | menu | site index |
This page is for amusement only. Instructions are given below this form.
Popular Features
* Netscapo Framos Copy and paste your plaintext here,

* JavaScriot Angwers
* LinyxTpg Input:

Copy and paste your keytext here.

Coding direction: (TS D

Copy and paste your ciphertext here.

Output:
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B Cisco Password Decrypter

Summary

Cisco routers can be configured to store weak obfuscated passwords. This simple piece of JavaScript can be used to
decode those passwords.

This is a conversion from the original ciscocrack.c code by hobbit@avian.org. More information about the Cisco
password algorithm can be found at http://vwww.insecure.org/sploits/cisco.passwords.html.

Note: This utility will only decode user passwords stored with the "7" algorithm, not the MD5 hash method employed by
the "s" algorithm.

Enter password below
Encrvpbedpassword:: | [Decryp
Decrypted Password: |
Further Links
These links on www.cisco.com may be of further use
» Cisco 105 Password Encryption Facts [cisco.com]

e Password Recovery Procedures [cisco.com]
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4 cd Pictures
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$ 1s
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File Edit Format View Help
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Slp oS oo ol 1) Cuvn oo Mike Tt LB g9l> o5 mike.rar ol 4 5ol LB
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Q sandbox - WinRAR (evaluation copy)
ands Tools Favorites Options Help

N W [ by o) 3 W

ract To View Delete Find Wizard Info
m , C:\sandbox
Name : Size Type Modified
N .. File folder

ADD Lgd.u)f ol 9 WinRar)‘}élf)S 6‘)‘?‘ ARTAT w&c

(@ Archive name and parameters ==
| General | Advanced | Options | Files | Backup | Time | Comment |

Files to add
[ike.bxt_ Agpend...
Files to excude

| Append

Files to store without compression
File paths
| Store relative paths v

Archive
[ | Put each file to separate archive
["]send archive by email to
v | []and then delete
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- -
s sandbox - WinRAR (evaluation copy) (53

File Commands Tools Favorites Options Help

E= Ny GRCCE N TR JERNY

: Add ExtractTo View Delete Find Wizard Info Repaur
: m , C:\sandbox v
Name Size Type Modified -
SreiotaT
B mike.rar 89 WinRAR archive 3/21/20121:48 ...
= - g FELTIOIZ LN ... T
—rebuilt.newimage.rar 77 WinRAR archive 3/21/2012 2:45 ...
77 bintext.exe 35,840 Application 3/7/20126:29 ...
™ classJPG 4,940,676 JPGFile 3/10/2012 10:5... 5
|_CON 7 File 3/8/201212:42 ...
I hiddennotepad.exe 179,712 Application 7/13/20099:14 ...
| miket 17 Text Document 3/21/20121:48 ...
™ newimage,jpg 4,940,765 JPG File 3/21/20121:50 ... =
EJ~Q Selected 77 bytes in 1 file Total 33,778,262 bytes in 15 files

Mike.rar oo a8 b ol :YY-Y ,.Se

c:\sandbox>copy /b class.jpg + mike.rar newimage.jpg
class.JPG
mike.rar

1 file(s) copied.
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c:hsandbox>copy newimage.jpg newimage.rar
1 filel(s) copied.
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Name Detch'lg archive type... z Z
...) == o
.
- Build fixed.newimage.rar
amlkf.rar Searching for recovery record
snmmage-m 4,940,| |---> recovery record not found = =
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T
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™ class.JPG 4,940, -
|_JCON
" hiddennotepad.... 179,
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— Close Help
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File Commands Tools Favorites Options Help

DARHEHNWO L

Add  Extract To View Delete Find Wizard Info Repau'
m ! 1. C\sandbox
l Name 3 | Size Type Modified
.. File folder

a mike.rar 89 WinRAR archive 3/21/20121:48 ...

a newimage.rar 4,940,765 WinRAR archive 3/21/20121:50 ...

Y~ rebuilt.newimage.rar WinRAR archive 3/21/2012 2:45 ...

{7 bintext.exe 35840 Application 3/7/20126:29 ...

™ class.JPG 4,940,676 JPG File 3/10/2012 10:5...
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= sandbox - RAR | uation copy)

File Commands Tools Favorites Options Help

' = _— “ .=

: %N | ﬂl
AR WRO
: Add bBaractTo Test View Delete Find Wizard Info Repair
m | J C:\sandbox

[ Name < Size Type Modified

. File folder

B mike.rar 89 WinRAR archive 3/21/20121:48 ...

BB newimage.rar 4,940,765 WinRAR archive 3/21/20121:50 ...

rebuilt.newimage.rar WinRAR archive 3/21/2012 2:45 ...

T bintext.exe 35,840 Application 3/7/20126:29 ...

™ class.JPG 4,940,676 JPG File 3/10/2012 10:5...

_|CON 7 File 3/8/201212:42 ...

" hiddennotepad.exe 179,712 Application 7/13/20099:14 ...

| mike.bt 17 Text Document 3/21/20121:48 ...

™ newimage.jpg 4,940,765 PG File 3/21/20121:50 ...
E3 =0 Selected 77 bytes in 1 file Total 33,778,262 bytes i
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Advancements in digital steganography
1996  m——cesresee Stools
1997 | s cerecnees Covert TCP
1998 == errenen Camouflage
1999 = errenen JPHS
2000-2004 == vcveveeer Copycats (Steganos, JSTEG, GIF-it-up, ...)
2001 S— veseesees Al Qaeda 9/11
2003  —crreren Hydan (hide in executables)
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Table 3.1 JFIF (JPEG File Image Format)

Marker Value (Hex) Size (bytes) Details

s01 FF D8 2 Start of Image

APPO FF EQ 2 App Marker (file details)

SOFO FF CO 2 Start of Frame (width, height, stc.)
S0s FF D 2 Start of Scan (image itself)

EOI FF D9 2 End of Image/End of File (ECF)
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Welcome to the wbStegod Wizard!

The whStegod Wizard will guide you step by step through
coding/decoding.
With whStego4 you are able to hide anyfiles in a carrier file
(*BMP, * TXT, *HTM, * PDF) without changing these carrier files
optically.

If yvou are familiar with the way the program works you can use
the Flowchan-Mode to make all settings in an ovenview
flowchan.

Help

Settings

Flowchart - Mode

Continue >> |
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CopyrightInfo Manager 5]

Existing Copyright Infos:

First Name |5 pyHunter

Last Name

Company

Addressi Area 51
Address2

Address3  [Oblivion, Outerspace
Date/Year |g/5/2006

License Info Copyright 2006 SpyHunter ;I
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ASCII Binary Hex
O 01001111 2009 20 20 09 09 09 09
b 01100010 2009 09 202020 09 20
I 01101100 2009 09 20 09 09 20 20
i = 01101001 = 20 09 09 20 09 20 20 09
v 01110110 200909 09 20 09 09 20
| 01101001 20 09 09 20 09 20 20 09
o 01101111 20 09 09 20 09 09 09 09
" 01101110 2009 09 20 09 09 09 20
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#2 Adobe Acrobat Professional - [Test_File_with_Copyright.pdf] ‘ng _?_(]
7 Fle Edit Yiew Document Tools Advanced Window Help =181
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Hnun

Options v X

=/ 1signed signature field in the document o
= #& Signature2, Signed by VeriSign, Inc., 2005.06.16 12:36:47 -0400', Sign
Signer's name: VeriSign, Inc.
=/ Signature is invalid:
There are errors in the formatting or information contained in this ¢

Bookmarks

Signatures

Signer's identity has not yet been verified
Z Time: 2005.06.16 12:36:47 -0400' '
Reason: | am the author of this document

Layers

Document revision: 1 of 2

Signing method: Windows Certificate Security

Pages

This document has been digitally signed.
To validate the signature you can either click the
signature on the page, or open the Signatures Tab on the

left, select the desired signature and choose "validate -
Signature' from the Options menu. >
Y. | I4 4 1 of 1 P H@O[UH H

Sz slasl slylo Adobe PDF 16 oSy yoni gl V- ¥ S
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ol X86 (glailuliS sacgeme S a5 Mammon’s libdisasm g, 5l IS ol el sl
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o) 40 S e L8 FreeBSD 4 Linux o> o Jole g 5l s Lws L Hydan 13306 5

rplon ST oolaul g IS as ooty 40,5l sl o b «tary LB 51 e
[root@localhost hydan]# Is -al
total 2760
drwx------ 51000 users 4096 Jun 9 17:42.
drwxr-xr-x 3 root root 4096 Jun 9 17:42..
-rw-r--r-- 1 root root 7 Jun 9 17:36 message.txt
-rwxr-xr-x 1 root root 150252 Jun 9 16:40 tar
[root@localhost hydan]#./hydan tar message.txt > tar.steg
Password:
Done. Embedded 16/16 bytes out of a total possible 561 bytes.
Encoding rate: 1/201
[root@localhost hydan]# Is -al
total 2760
drwx------ 51000 users 4096 Jun 9 17:42.
drwxr-xr-x 3 root root 4096 Jun 9 17:42..
-rw-r--r-- 1 root root 7 Jun 9 17:36 message.txt
-rwxr-xr-x 1 root root 150252 Jun 9 16:40 tar
-rwxr-xr-x 1 root root 150252 Jun 9 17:43 tar.steg
[root@localhost hydan]#./hydan-decode tar.steg
Password:
hideme
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[root@localhost hydan]#./tar.steg -xvf hydan-0.13.tar
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Y Information Concealment Engine
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C:\>snow.exe -C -m "aaaaaaaaaaaaaaaa" -p "zzzzzzzz" SpyHunter.htm
SpyHunterwithsnow.htm

Compressed by 50.00%

Message used approximately 4.18% of available space.
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00000040 41 0D 0A 3C sl ¢l=- saved from
00000050 6D 20 75 - saved from url url=(0037)http:~
00000060 3A 2F 2F =(0037 )http:/Suw /wwv.spy-hunter. -
0ooooo70 72 2E 63 v.spy-hunter.con comn/future. html
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00000090 2D 2D 2D oo C fommmma T is an Elated Pag
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Y S Cewl L yiws o hittp://fog.misty.com/perry/ccs/snow/snow/snow.html

3 Snow web-page encryption/decryption - Microsoft Internet Explorer provided by YeriSign

Snow web-page encryption/decryption

fle Edt Vew Favorites Jooks Help .
Qeus - @ Dlﬂ@lp*‘h*md‘melﬁ-u - JOK A3
Address [ ] hitp B ks » & -

snow.cg source code,

URLs used below must be direct, 1.¢. they must not generate a redwrect, otherwise it won't work.

Decryption
URL conta led

hitp/fog misty com/perry/ccs/snow/snow htmi

Password: |
Decrypt |

Encryption

URL to conceal message in

hitp/A
Message to encrypt

o

Password: |

Encoypt |

After selecting Encrypt, save the resultng page as HTML source, and put it on your web site. You can decrypt the message using the Decryption section above, or

Y

using the command-kine version of snow: snow -C -p password filename

ijnw

=
[T [y okemet ™
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C:\GNUTools>cksum a:\before\helmetprototype.jpg 3241690497 240759 a:\
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Choose a file to interogate.
Run will allow you to choose
your file and identify a hidden
message.

=

StegSpy V2.1 Copyright 2003, 2004
Logo Copyright 2003, 2004
By SpyHunter www.spy-hunter.com

StegSpy ,l38le 5 9% g0y VV-T IS

S oyy slp WINheX oz Slajl5le i o 1) ol plgiiee cosibie bl 05 o 51 e
Sy 4yt &5 Cwl Giluple Bl s shey She e SSLaS (S 0925 05 5L Sl
oo, g2 00 (lety 5ime 53k, S01 5 asS (sl 1) )T Blio0 5 032 00d i)l3S Steg spy

Jle ol jocenl oo (5,155 J38le s opl gabaws @ Slen Slhgime gjle, Sl YV-Y o o



92 Lmesla 5 jlwply ¢ 5 ) Sdeauibey

VL VLN N VT VENTNENL VT VYN LV VLN LV VY Y NENL VTV NE LT VY NTNE LV VLN NE N VL VYN N VL VN NL VL VLN NEVL VT Y NE VLV VENTNENE VY VU NE NV VLN NI NV VNI NL VL VLN L VLV NI NI

Siolpg o1y bbb axsls D23 oo Hlas YFe VoA cosmdoe o 1) lesy sools 34>4 Steg spy
JJL‘J )i»LJ S Cow (y9hw \'“""SLSA ouslive YY-Y Ji“‘ Solen ‘) O daw w.HS )L; Winhex
Ol op ownd] Jlade LB LL a4 Jg, Sl b .ouS o 0,Lil slotag S0LES & ST, g 0og
Iy ools o owly Chans (idu am0 oo L VF law [0 1y ool «l38ls 5 awg (g0, .ol oo
e BB ule sl Notepade l3ble 5 aS 5 5 lea aslen was o las ASCil oS LJB o

a3 g ploil 59ai9 5



LYY VLN7NT VY VY NYNY VT T VYN NT T VYN NT VT VYNV NTNT Y VYN NTNY VY NYNT VT Y VENTNT NY VYNV NTNY VT VTN NT VY VYN NT VT VY NYNT.NT VY VY NTNTNT VY VY NTNY Y VL NTNT T VY VI NTNT VT Y NYNT T VT NI STV

Run will allow you to choose
your file and identify a hidden

Choose a file to interogate. ;""“‘ """""""" §
i
i

message. i

Steganography found at marker position 240208
Masker program detected!

.7/

SteaSpy V2.1 Copyright 2003, 2004
Logo Copyright 2003, 2004
By SpyHunter www. spy-hunter.com
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D:\>stegdetect -tjopi -s10.0 *.jpg
bobhelmetcollwithhidden. jpg: jphide(**)

Corrupt JPEG data: 30 extraneous bytes before marker 0xdb

bobhelmetprototype.jpg: error: Quantization table 0x00 was not
defined

Corrupt JPEG data: 30 extraneous bytes before marker 0xdb

bobhelmetprototype_withdifferentfileanddifferentpassword. jpg: error:
Quantization table 0x00 was not defined

bobhelmetprototypewithanotherhidden.jpg: jphide(*¥*)

Corrupt JPEG data: 26 extraneous bytes before marker 0xd9
bobhelmetprototypewithhidden. jpg: Jjphide(**)
familyonthecouchnormalpost.jpg: jphide(***)
securitdaemonlogowithhiddenfile. jpg: skipped (false positive Tikely)

securitydaemonlogo.jpg: invisible[4](***) skipped (false positive
Tikely)
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RS
File Edit Search Position View Tools Specialist Options Window Help
DFEHSEE | vBEbhih | ARLE | 2 Res | QFZe= O |

bobhelmetcolljpg |

Z=bobhelmetcoll.jpg i = [=] 3 | =
Of fset o1 2 3 4 5 & 7 8 9 10 11 12 13 14 15 _:J

00239968 |46 72 64 6B 7A 49 2B 37 30 58 65 56 69 67 38 78 | FrdkzI+70ieVig8x
00239984 | 78 57 66 63 63 61 51 43 2B 2F 69 69 74 42 56 51 | ®xWfccaQC+-11tEBVQ
00240000 | 39 64 70 78 43 47 6D 2F 32 32 57 42 34 6D 43 73 | 9dprCGn-22WEB4nCs
00240016 | 70 74 S6 41 54 4C 44 57 6C 2F 4C 35 64 46 4C 53 | ptVATLIWL-LSAFLS
00240032 |61 48 41 64 S4 72 48 4B 74 68 0D OA S3 46 6B 48 | aHAdTrHKth SFkH
00240048 | 46 70 61 55 46 64 47 66 36 64 58 77 2B 2B 38 76 | FpaUFdGiedXv++8v
00240064 |53 64 2F 43 51 49 4E 58 63 4F 51 56 48 74 52 53 | Sd-CQINXcOQVHtRS
00240080 | 74 53 74 43 50 4F 49 44 50 4C 44 47 37 64 75 38| tStCPOIDPLJG7dus
00240096 | 4F 63 2B 6A 52 46 4F 64 2B 54 74 4B 43 44 42 45 | Oc+3jRFO3+TzKCDBE
00240112 | 6F 66 43 A S5 4E 6D 65 0D 0A 71 32 66 64 50 78 | ofCjUNme q2fdP=
00240128 | 6F 57 44 31 2F 53 58 69 46 44 52 64 2F 66 34 30| oWJ1l-SXiFJRA-f40
00240144 |73 53 59 67 3D 3D S6 6B 79 78 36 48 75 64 72 68 | sS5YVYg==Vky=bHuijrh
00240160 | 34 46 56 50 43 39 35 6B 49 44 53 72 43 33 4B 38 | AFVPCI9SkIJSrC3KS
00240176 | 55 4B 39 42 58 65 34 6F 75 64 74 34 74 4B 55 45 | UK9BXed4oudt4zKUE
00240192 |79 77 36 50 71 64 69 78 34 4C 56 4B 47 64 2F 45| ywéPgjix4LVKGA/E
0@@4020§> 42 39 53 72 43 33 51 73 57 38 39 4E 7A 65 54 34  B9SrC30sW89NzeT4

00240724 | 75 75 74 79 6E 4B FEERRE
izl
Page 715 of 715 Offest 240223 | =75 | Block 240208 - 240223 | Sice: 2
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(Fosteg N = £

File Options Help |

~Scan options Stopl
I jsteg Sensitivity: A,

I~ jphide

I~ outguess

I~ invisible

s |

Filename Detection

D:AOId Drivetools\stegdetect\stegdetect\bobhelmetco negative

D:AOId Drivetools\stegdetect\stegdetect\bobhelmetpre error: Quantization table 0x00 was not defined
D:\OId Drivetools\stegdetect\stegdetect\bobhelmetpre error: Quantization table 0x00 was not defined
D:40ld Drivetoolsistegdetectistegdetectibobhelmetpre negative

D:AOld DriveMtoolsistegdetectistegdetectibobhelmetpre negative

D:AOId Drivetoolsistegdetectistegdetectisecuritdaemc skipped (false positive likely)

D:AOld Drivetoolsstegdetectistegdetect\securitydaerr invisible[4)(™) skipped (false positive likely)

N =
Message window:

The stegdetect process terminated. Some files might not have been analysed.
Starting stegdetect with -tjpoi -s1.000

Bl

S il Gl 4 50 L stegdetect 1380 55 g1yl YE-Y S5l
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Xsteg Run With a Sensitivity Value of 1.

o]
File Options Help |
~Scan options
: Stopl
I~ jsteg Sensitivity: ‘7
I~ jphide
I” outguess
I~ invisible
Filename Detection E
D:AOId Drivetools\stegdetect\stegdetect\bobhelmetco jphide(™)
D:AOId Drivetools\stegdetect\stegdetect\bobhelmetpre error: Quantization table 0x00 was not defined
D:\OId Drive'tools\stegdetect\stegdetect\bobhelmetprc error: Quantization table 0x00 was not defined
D:AOld Drivetoolsistegdetectistegdetectibobhelmetpre jphide(™)
D:AOId Drivetoolsistegdetectistegdetectibobhelmetpre jphide(™)
D:AOId Drivetoolsistegdetectistegdetectisecuritdaemc skipped (false positive likely)
D:AOld DriveMtoolsistegdetectistegdetect\securitydaerr invisible[4](™) skipped (false positive likely) i
/

=) =
Message window:

The stegdetect process terminated. Some files might not have been analysed.

Starting stegdetect with -tjpoi -s1.000

The stegdetect process terminated. Some files might not have been analysed.

Starting stegdetect with -tjpoi -s10.000
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Value \( Descﬁption \ Endian | [ Value 1 Description |/ Endian |

R|1|F|F File ID gig || 02 | oo C]La:”slfe]:e: 2 Little
28 1 sc | 67| 00 Segment Size Little 44 ac 00 00 44.100 Samples / Sec Little
wlalvle Ao Ty Big 10 b1 | 02| o0 Byte Rate Little
flm]|t Start Format Segment Big 04 | 00 Block Align = 4 Bytes Little
10 | 00 | 00 | 0o | Modulation Method = | .. 11 10 | 00 Bits Per Sample =16 | Little
PCM

o1 | 00 Quantization = Linear | Little d | a]|t|a Start Data Segment Big

04 | 5¢ | 67 | 00 Size of Data Segment Little

Of fset 01 2 3 456 7 8 9 4 BCUDEF

00000000 52 49 46 46 28 S5C 67 00 57 41 56 45 66 6D 74 20 RIFF(\g WAVEfmt
00000010 10 00 OO0 OO 01 OO 02 00O 44 AC 00 00 10 B1 02 00 D> &
00000020 04 00 10 00 64 61 74 61 04 5C 67 00 00 00 00 00 data \g

Sgni T30 16 o0 T-F U
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15t 16 bytes of the wave form samples (8 samples, 4 left channel and 4 right channel)

Oa

00 ff | ff db | ff || d6 | ff c4 | ff || a3 | ff od| ff || 83| ff

Little Endian
Byte Swap

Right
Channel Values

2’s Compliment
l ] N | ] MO Most Significant

1 .42 93  -125 Bit is sign

00000030 EA 00 FF FF DB FF D6 FF C4 FF A3 FF 9D FF 83 FE yy0yOvayey viIy

00000040 2F FF 8C FF D3 FE ES FF AB FE 58 00 ED FE 8D 00 /i1¥Obay«bX ib

00000050 3A FF 7C 00 B8 FF SE 00 22 01 S0 00 6D 04 2B 00 :y| ,¥" " P m +

00000060 SS 0A CB FF 08 13 44 FF BS 1D Bl FE 88 28 02 FE U Ey Dyp *biI( b
00000070 BO 31 34 FD S7 37 91 FC A3 3A 17 FC 86 3C AA FB “1:yW7 ut: ul<2a
00000080 SE 3D 68 FB B4 3D 11 FB 33 3E CC FA BS 3E BS FA “=ha’= a3>Iup>pu
00000090 1F 3F CE FA D8 3F 01 FB B6 40 SC FB BE 41 A9 FB  ?1u0? a9@\0%A®a
000000A0 C9 42 14 FC EO 43 91 FC 95 45 06 FD 78 47 44 FD EB uUaC ulE yxGDy
000000B0 36 49 3A FD ED 4A CS FC 19 4C 39 FC DF 4C D3 FB 6I:yiJAu L9uBLOu
000000CO A4 4D AD FB 14 4E 72 FB SF 4E 12 FB 36 4E 8D FA HM-G Nxd_N Q6N u
000000D0 1A 4D S3 FA AB 4B 81 FA FC 49 0B FB 03 48 ED FB  MSu«K aul 4 Hia
000000E0 00 46 17 FD D3 43 13 FE BC 42 0C FF E4 41 OE 00 F yOC b%B yaA
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Slise O ygo 4 olael 4zl o S o Jol> LB o oyl gilels 4 pladl i 05503
e ) Son e VY 050 el oo oS Gles 1) Cob e A aalese STl b

Of fset 0 1 2 3 45 6 7 8 9 A BCUDEF -
00000000 52 49 46 46 28 5C 67 00 57 41 S6 45 66 6D 74 20 BIFF(\g VAVEfmt ||
00000010 10 00 00 00 01 00 02 00 44 AC 00 00 10 B1 02 00 D- +
00000020 04 00 10 00 64 61 74 61 04 5C 67 00 00 00 00 00 data \g
00000030 0A O0{FF FFiDB FFiD6 FF: C4 FF 43 FF 9D FF 83 FF VVUVO'VKVE? vy
00000040 2F FF{8C FFiD3 FEiES FF{ AB FE {58 00 ED FE i8D 00 | /¥1¥0bav«bX ib
L ASCII L
S Hex 41 S
B ‘A B
-1 1111-1111-1111-1111 0 0 1111-1111-1111-1110
-42 1111-1111-1101-0110 1 43 1111-1111-1101-0111
93 1111-1111-1010-0011 0 92 1111-1111-1010-0010
-125 1111-1111-1000-0011 0 -124 1111-1111-1000-0010
-116 1111-1111-1000-1100 0 -116 1111-1111-1000-1100
27 1111-1111-1110-0101 0 26 1111-1111-1110-0100
88 0000-0000-0101-1000 0 88 0000-0000-0101-1000
141 0000-0000-1000-1101 1 141 0000-0000-1000-1101

LSB Substitution

oaigos sz (7 310 slle (0 3l $F S

e 5l eeple dad oS alejl ee Sjgo 1) (Sge S Ll )5 ams o>l V>
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Cowly S 5 a5 0uS C80 amles oo oaaline |y oads Q! LB zae SIS 8IS oles V-F
5048 aes e las |y slenlen o eolatl BB JI slas iSlas Stools sle 5 wasio ool
g oole las |y gilwos id 3l o Sezge (slad jlade sae Cpl sl Col SYYYOY L ol LB
polde Sgezme iy a5 Wujle (bl a4 oged Glean LB cpl jo Glei ce a5 Conl placol S olaws
ledigai dlaw) A o1y oo ol STopl by 020,5 dewlre YYAPAAY sac | U g0 2 (oly digad
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Wosls g3lweyledy gl oobol 4igei L STOOLS v 4.0 :¥—F i

@ ;0 S-TOOLS daosls gilusloss 5l iy S oo oomlice A-F S5 j0 a5 @368 jlen

S ool (5,50, sl (F55UsS slapi 58l 5l ol oo La el 03ly L35 Al (5,55,

S- Jl8le 5 sy b @ osls (giluplei a5 28y aelos,S eolaiwl Trip DES 51 Jlwe ool 5o
Ao oo ialed |y (5leoleis 5l m Jeol zge g adgl zoe S A-F S asils TOOLS

Jol> (zse IS8 dmosls gilulr P 0 a5 (b Sl rpw (o ( JSS cnl Sl ool L

Db oo s Sl el 08 )5 baa> Lol zae S L) Slgtan o 5 s

(P20's Tooks - Sample Wene (=@ = |)

File Window Help

Ready can hold up to 423352 bytes /|
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Triple DES . g, & 5,30, 3| Jool> zgo S g STOOLS v 4.0 :A-F i

' N
22 S-Tools - hidden data o=
File Window Help
,9\ Sample Wave o| & ;?\ hidden data [~ @
| \// I | M \,/ I |
Ready can hold up to 423,352 bytes
A A

Losls (g3tw s 31 it 9 ow T g0 S5 99 dulio STOOLS v 4.0 A-F Ko
s b ol 5l 56 slaSs5 50 5 lesls (lula 5l s 5 Gl |y 290 JK8 20 o5l (55T
4 B8 o5 ¢ ol slaools ;o ouls ploxl Dl posd gy o gl Vo= S 50 0sS sy g
)‘u\ﬁ.o ‘L,’J..a‘ Teo JS...; 39 4\4'9.0.3 O g 6‘)‘3 o °)-.t-';"5 ).:OLO.Q p.’)‘..b“so aools 4...[5‘ d..sﬁ.o.s A )‘As..o
odlo b can cp i i, lade 3Kl saims Lid (pl g Canl 4Bl i SVYE 4 45 00g0 -V YO

Db e Sl

4 itien:

Sample Wave Original Data Hiding Wave
Ol sodls gol> zgo S 9 (ol Zao JSCb Judowi V- F STl



slale iz sl LB o kosls g5l les ARR

55 2 3l sl aised Jake VP 5 T jam (slaosls il oo HEX dUMP l5dle 5 aliws @ (L )
aliwg 4 ool ool Ol o 5 3480 u.ali's L aled cvnlice oo 1, VV-F IS o ey g o JUIS

Sl i Gl a1y Can o by,leS 50 S-TOOLS

Offset 01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 -
00000000 52 49 46 46 28 5C 67 00 57 41 56 45 66 6D 74 20 RIFF( g WAVEfnt
00000016 10 00 00 00 01 OO0 02 OO0 44 AC 00 00 10 Bl 02 0O D~ +
00000032 04 00 10 00 64 61 74 61 04 5C 67 00 00 00 0O 0O data \g

00000048 ©0A 00 FF FF DB FF D6 FF C4 FF A3 FF 9D FF 83 FF yy0yOvAYEY VY
00000064 2F FF 8C FF D3 FE ES FF AB FE S8 00 ED FE 8D 00 . 41%0ba«bX ib

Sample Wave Original Header and Start of Sample Data Values

Of fset 01 2 3 4 5 & 7 8 9 A B CDE F -
00000000 S2 49 46 46 28 SC 67 00 57 41 S6 45 66 6D 74 20 [RIFF(\g WAVEfmt
00000010 10 00 OO0 00 01 00 02 00 44 AC 00 00 10 B1 02 00 D- %
00000020 04 00 10 00 64 61 74 61 04 SC 67 00 00 00 00 0O data g

00000030 O0A 00 FE FF DA FF D6 FF C4 FF A3 FF 9D FF 82 FF byUyOvayiy vy
00000040 2E FF 8D FF D3 FE ES FF AB FE 58 00 ED FE 8D 00 .% Obay«bX ib

Sample Wave Data Hiding Example Header and Start of Sample Data Values
19 slo Gl led 50 sleds sWosls g3l Zg0 JSuib g (ol g0 JSb Julow N-F Y

Wav LB ;0 cao oo vyl p5 50 eols gilwls oguis & jLoew! Jodxs
WSS o ) paseis BBrs g Jle giloplen ogd ((Fyo sla bl j0 Can fp S 0550 et
U155 8 Lo 5T ol (i 5l o S ol g s 0313 T 55 %0 Sl 4
-0 il iy Lasl o |y Lol bl aS Shee jo daid s jlai |y g0 cpl o slaelds ais
aS 0,5 Cublo gy el co zae 99 (o odd dloul laciglas 4y axgi b oS atrine |y acsglay uilss
Soo b s w)lge ST 0 0925l bl oo slowl Can (0 5 05,l0S 5o laosls (o5lu ke
50 osly gilulx by, a4 olaesls adS &jgo cpl 40 el LS o iolesT gl 1) Al s
Bar gl plil Lol L1 5l 805 S g0 el oo g 0o plouil Lol b cos o 5 55,0 o5
@ il g el DMl (gl a5 Lol b jo Can o i 0)eS a8l s polie i ¢l
Sl STl ol 4! ool D929 4 Caw (P leS 0 (Bolal slopg Jl paS Sl

plml (ASS ay 5oesd Cnl Wb qoedls diged 12 50 Caw (u SIS ol sesS 4 jeme S3leplesy

\ header
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G RL paseis oS onlply asl adg 5L BB ee ol (hwge I (ISS pScuns a5 59
ol R 50 s9zge oty (nFn5leS polie LT a5 ol £S5 (pl (pn 00 (g3lule slrosls
Golwoopid il pesd g0 (! aseid @l b,y oyl Bolas slages Lasd L ol Sledbl
5 oasie |y JUS 8 Sy (AT St e Slahl 350 5> el Jols (i 0l
e g el ) (it glel Jedo s

S5 65 e sy & e Skl 5 ol slaesls RS Jlatxl s b oy ol S
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AL 055 g0i Sy JlE G5 Gloj 53 (s Slyenis sl Lol IS al S o ho |, Loaiges
S o Sl |y JBS s, Lasé

Wb plhoy M) 4 (G LB 0 odls g5l

S V5 U BS54 Feo s hl o kel gilulr gla iy, cdin (pley cldS L
I, MP3 5 AAC aile 00,08 JSao o bl aS &by 0525 (5 eSSl Ll sladel s co)g ol
MP3 juSOl asles o MP3 LB jo ool (5l slacSsh jo losls (giluls a4y pladl s g 05
@ ool (gilwlx sbesls LI, MP3 LB G g aid pdy Ll ol jod 40 (639,9 lgie a0 |, WAV L1
wpb ol | Fyo slaciabs plas &5 MDE w2 b (sl g Jlb St iS oo 055 (29,5 (e
OV-F JSo) 7Y 8905 Sz (S il ails Jbal S L Mb6 Wig o g

Y Quantization



Sl yoi> sl Ll s eeols (6 5kw e VYY

MP3StegoEncoder 1.1.15
See README file for copyright info
USAGE : encode [options? <infile> <outfile>
OPTIONS : -h this help message
-b <bitrate> set the gitrate, default 128kbit

-C set copyright flag, default off
-0 set original flag, default off
-E <filename> name of the file to be hidden
-P <text> passphrase used for embedding

icrosoft RIFF, WAVE audio, PCM, stereo 44100Hz 16bit, Length: 0: 0:38
PEG-I layer III, stereo Psychoacoustic Model: AT&T
Bitrate=128 kbps De-emphasis: none CRC: off
Encoding "inwave.wav" to "sample.mp3"
Hiding "simpleinsert.txt"
Enter a passphrase:

onfirm your passphrase:

[Frame 1470 of  1470] (100.00%) Finished in 0: 0:16

ol L ew § S0 yguws MP3Stego Command Line MP3 Encoder :\Y-f s

S BB jo Losls 5ilwileay i gouas
&S S p il 58 L gy Ll 605 4 See sl LB o besls (giluleiy <d iy
2 @by 43S oo w08 ) (55laid anseis Il g besls (luler o 1y g0l sl 2l
Lol c00,5 55luls |y Wosls 5 oS a2 45 aus, 00 MP3 (613508 5 oLl (6 lonid piies iy
Silwole sloig, 9,5 (59, i Lol o) pel S co IS Jlews |y oyl aiS 5 anseis
Shge a1y bools gilules /Lol (Sl 5 S )15 aiedigr sl L6559, g &S Cnl slosls

led ool 3 osls by Loyl b Gloyesn

Jbazo 29wy s b yo ool ilwiley
SIS oS 50 Wl s oty e Jlizmsd cisaces lmosls it boools Lol o (o5loless
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Developer/creator Tom Medley
Carrier format .0gg Audio
Last release March 2011
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Paranoid mode: OFF Encryption: OFF

Write Message > Record Audi (

Enter your secret message, and click
next when you're done. Press the menu
button for help!

Too Many Secrets

16/120 characters 9s of audio required

<« >

Secrets Secretary Secretaries
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Paranoid mode: OFF Encryption: OFF
Write Message > Record Audio > Share

Record your voice message. Your text
message will be hidden inside this
recording. It must be long enough to
encode all of the data!

>

seconds of audio left to record

< Back

.
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Paranoid mode: OFF Encryption: OFF
' - Record Audio >

Record your voice message. Your text

message will be hidden inside this

recording. It must be long enough to
encode all of the data!

seconds of audio left to record

("; Back
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Paranoid mode: OFF Encryption: OFF
Nrite Message > Rec Share

Your message embedded successfully! Complete action using
You can now share it, listen to it, and

check that the information is extracted
correctly.

Send Encoded File
Share File with Group (Multicast)
Play Encoded file

Test Extracting Data

Does it work (is the message you get when you
click Test Extracting Data the same as the one

you typed in)? Please send feedback using the
link in the menu!

Use by default for this action.
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to Hide
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Spv Pix Details

Application Name Spy Pix

Seller Juicy bits

Image format True color PNG
Last release December 2009
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Sleslatul L1y spgas o bl saliws 4 CNC g, 0 Sledlbl 6,53 S5eX> 4 Shady Rat
- bl 4 IDS (rles 95 (asts Glagis 5 Ll nl a5 alml 5lo)S pinie il gl
ol gl Gl ol sl g (ol 4 B (nl Gy wmoe e ojlal oS lo
Cowl pdy 5] Sals o9y opl leslaiwl Lo oo osbils ol >l sba b g JuS Ol ygrws Sleds|
S5 oly SO es 5o g ausb atslas | el ;o CNC cad op 31 sl @Y gamae 5l (6 lows a5
3L CNC lasls 5l sel> a5 G aS 5,5 o 02,8 1) 15l 5 sl (6l

oy, 5l a5 jeang Cou loly ol 0 Shee sumaiz lahs) 5l a5 6508 Tl ol
5 Uo9y el ool Alurean-Trojan w S o oolatul e J31s 50 Olygiws 8,5 ol sl Lol
a8 Gl b asS e osly I8l S jo 1) by wiz la Sais ) a8 wisls (lis Koo (ngs slabs,
-0k 0 0l gy iz Jad ol o a5 loass bl yo ol anS I gl sl g eols  BLAI s

oS 0 o2 |y 9oy Jelepiunn jo Wools (g5l

39929 Jolepiman 50 ool (55lwiley
Alternate Data streams y (5,9 50
ol b 5l ol Bas g 009 oo asliss Y,) 59004 &1, le; 51 Alternate Data streams
o g Ao Jolepinnn il abbs BB gt (e ks i BB L (55500
Jols a5 LB L s, slesolspl 0,53 (ol Alternate Data streams ;I NIFS v
&S e oolaiwl osls ol plu g B sauSolon] 5,15 ¢ sl Sledlb|

sl bl 0,5 Sl lp $5e g eolw ofy NT e 16,0 Alternate Data streams

S92 g0 HUall 0,90 sl L1 5l o e o b sade j0 sorins | el Sl slrosls Jol>
alows 4 00l len sl bbb vy Jlai 4 gole o den AT Sl b auS o )lS..;')T Iy adgy o

"'Hierarchical File System

179



180 Lmesls 5 jlwply ¢ 5 )50 enbigy

vy vy VLV VL)

Alternate ,.5 I S8 ;) Jlie 0 asile oo (Sb cois cazs Alternate Data streams
Koo Sy ol medoiss T sevs o L) RU vz b S 005 Ol ol Data streams
walese 023 1, L b s5leples Gl saaig pia BB w5 5Tl 5 oole

oS oo Sl ) MIKELEXE oL &y o3l e « b 9,5 (sl
D:\mike>notepad mike.txt

I mike - Notepad E]

File Edit Format View Help
test

notepad ,l;dle yi saluwg & mike.txt oo b olx! Y-V i

25 S8 a ]y ead obml o5l LU by Slgime Sl i85 ced b il oo Yl anl
o led ool
D:\mike>dir
Volume in drive D has no label.
Volume Serial Number is FFFF-FFFF
Directory of D:\mike
11/07/2005 07:17 PM <DIR>
11/07/2005 07:17 PM <DIR>
11/07/2005 07:17 PM 4 mike.txt
1 File(s)4 bytes
2 Dir(s) 1,029,111,808 bytes free

Alternate Data L1, Joleptuaw 2o 5l loin BB ol oloul LB 5l soliiwl b eST
(Y=Y 1S2) oS 0 0l 55 IS 4 Streams



oS 5 5 59009 Jele pias ;o odls (g5lulesy 181

P mike.txt:mikehi... [= |[B]X]

File Edit Format Yiew Help
hidden text

Alternate Data Stream slx| :¥-Y &

D:\mike>notepad mike.txt:mikehidden.txt
ool o bg, 5l eolixwl L Alternate Data streams galiwg 4 ool o33 L

G L jeang ole,d L 5l jeiws galiws 4 (g5 ] RYWIPe ools ioled rade 3l (6,5
9 d..».:y LS")"-”‘ QS"} EJ@QG‘QJ UL"“J ‘) G JJL‘B 099-5 )| LS‘AJLMJ Ga.b Explorer )5‘)..4_:5 (54.1.“.\:5
2l S ger BB slml pede g 09dced (e o S 2 59y p ewiledl JIB slad

RPWIPIN| oals olad oD QT S99
D:\mike>dir

Volume in drive D has no label
Volume Serial Number is FFFF-FFFF

Oirectory of D:\mike

11/07/2005 07:17 FM <DIR>

11/07/2005 07:17 PM <DIR>

11/07/2005 07:18 PM 4 mike.txt
1 File(s) 4 bytes
2 Dir(s) 1,029,111,808 bytes free

0395 b6, I3l 4 Alternate Data streams <G a4 sgame o> 4kl axg Ll S

(F-Y uSe) odyr Wiges MiKE,IXE 6 a1, 5565 ADS iz ouilsi oo 5
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vy vy

VLV VL)

P mike. txt:mikehi...
File Edit Format Yiew
hidden text 2

mike.txt 36 ;0 ADS ;5 5,550 g 3bweylods:F-V JSu

D:\mike>notepad mike.txt:mikehidden2.txt
St 3375 o SIS gan oS oS sasliie 5 48,5 o) gy 3l ilyicen oo U
3,15 09> g laalg o ADS o ouls sl LB
D:\mike>dir
Volume in drive D has no label.
Volume Serial Number is FFFF-FFFF
Directory of D:\mike

11/07/2005% 07:17 PM <DIR>
11/07/2005% 07:17 PM <DIR>

11/07/2005 07:18 PM 4 mike.txt
1 File(s) 4 bytes
2 Dir(s) 1,029,111,808 bytes free

Alternate Data o5 iw Sygo 0 (1S wypg bdiw iw a5 cool axg Lo

b bl ST 08 el gt e oS plu g lgly sl 0e2g sl |y 3909 Streams
ooliiwl (A5 usns )0 i sl Sl a5 wsd el s e sl (plaS Slisies
Saaled JUd 955 ez sl 1y Ol gdion Sty GBS s SiHle s st (s cnl ST anles
Dgdige Vo pliee 4o (S gy ey Ol el 43S onl (g3l lad oS el opl IS e

JWd e 08 st jeb |y a8 pl (1S wgpg 0aisS adgi oS bl (gl Sde uen
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Dbl LB gslenlen Glp ol G Wilgs o (ol plo

Stealth Alternate Data stream
o) 5l o .0,ls 59>9 Alternate Data streams,s oo,5 ol ¢lp 6,50 S0 sleol,
Jolepies ;o oals 4,5, Device i 4  Alternate Data streams; oS acoo
wasis JB,e STREAM.tXE § LDS jszen slo )yl o> Alternate Data stream.c..l
ooliiwl b1 ol lgre 4y oylg5 o lagy] 5l a5 ol 0as 9,5, device o pois Jolds jg0i0g S o
CON, PRN, AUX, NUL, COM1, COM2, COM3, #,& 4, 4,5, slosb MSDN colu o 5
COM4, COM5, COM6, COM7, COMS, COM9, LPT1, LPT2, LPT3, LPT4, LPTS,
Slpl a4 2g,5 lare Cod odds 9,5, solwl pl .l 05,57 el LPTG, LPT7, LPTS, LPT9
"l GaldS AdS 4 g e dxgie Cole o C8d oS Ll ol plaisl (g |l
Dgd plol olas! cpl wls Ll oyle 0925 oyl olais] (ISl as o jlo aSS ol 5 cd¥s a5 el
o 35w o b e 08,5 slwl €Ch0 jgiws leslatwl b1, LB cass 5 Jle o
S Ol oy 4 galdS COlalS Sl oleiwl b LB oS o
C:\sandbox>echo mike > mike.txt
C:\sandbox>echo mike > COMl.txt
The system cannot find the file specified.
C:\sandbox>mkdir COM1
The

i~

C:\sandbox>dir

(=R

irectory name is invalid.

Volume in driwve C has no label.

Volume Serial Number is AAAA-BBBB

Directory of C:\sandbox

02/28/2012 03:21 PM <{DIR>

02/28/2012 03:21 PM <DIR>

02/28/2012 03:21 PM 7 mike.txt
I File(s) 7 bytes
2 Dir(s) 198,873,174,016 bytes free

395 u.C-lA ol 953y ‘Ala ol 6‘4..»94 L> J;LQ él.’?u‘ 6‘).) LJ")L’ J.MSLSA i 45 dujful.o&

)18 3525 Cusgaze cul 5 )35 gl a5 g s oo >
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i 50 aolie «gylilecis oyl 4 codlS Slls plamsl adsl s a5 bl )
S5z 5l eslil gy Canlioe 0ad 555 obol (nl b B sl sl Gmy 0092 1/0 Slidas
iy Ty 505 Jubt b a8 Sl i B 4y itens |, ] BB ol o ot
Sl s Ghosss sl 1y IS8l ol 35500 il s By S ol it Lol ojlo
0dls 55, device sl pa BB olxl gl ,Sal, ol 5l b Js wSpce 5 a4 59009 APLL IS
ol o lasbiw] Fas o 5l pasles co AP\ Wigion g device sul g, ool oS 5 b ouiS oo ool
w5 obl jing Joloionses 53 555 o6 2o (blb 5 055,35 ls
25 IS 4 NUll lsze o (L oas g5, pU L o] S5 9\ loolial b 5 Jle 50
oS oo ol
C:\sandbox>echo mike > \\?\c:\sandbox\NUL
aolio b ole Jdod 5l pudlge 51 a0 o las 1) ool slowl o5 b g 5l 28,5 e
2l dpde wlgi oo lpl ol aas ploxl )35 (AS Gog g (sakews 4 Sl L (olaS

C:‘\sandbox>dir

Directory of C:\sandbox

01/25/2012 09:13 PM {DIR>

0l/25/72012 09:13 PM <DIR> ..

0l/25/2012 09:15 PM 7 NUL
C:\sandbox>more NUL

Cannot access file WAW.ANUL

sdolive i JS& 4\ jgrs 5l eslil b 1, bl Slhgime wilgs so by, ool b Wil )8
Aoles

C:\sandbox>more \\?\c:\sandbox\NUL

mike

Silwoless 5l cme Loy, Stealth Alternate data stream L o8 ol oS5 L g5 o
3,5 oo 3l 1) bosls

L1, device 55, slael milyioe Soais dolopimns w0 51 BB it s Syl sl

cwsys |, stealth Alternate data stream 4 _.5 ;5 stealth Alternate data stream

sakws 4 stealth Alternate data stream :coss o)ls 0929 (g, ool 50 Coje iz oS

JB lbSsSs sl ¢ Stream.exe dir /r Jio stealth Alternate data stream sl 3



oS5l 5 59005 Jele plas ;0 losls (55lugleny

stealth Alternate data U acies jo8 35 ;08 4 la |yl 5l (gl odle @t aseis
« stealth Alternate data stream ;o LG s5loplen 51 ipgo aims asis |) stream
Wmic (windows Management ;I oolanwl L glgo § osb ol Lb JSo
Vbscript , windows L .55 ,0 5,5 I,»1 1, oI (Instrumentation command line
Sydsn byli8l sl s il sln 6550 o, powershell

stealth Alternate data ;l eslizul L g Con o « |, CMd.exe asb, Jiwo cpl o
o 5s0 Mo 5 S & stealth Alternate data stream ol! sl stream

C:\sandbox> type cmd.exe > \\?\c:\sandbox\CON:hiddencmd.exe

stealth Alternate data stream ,s a5 CMD.exe sl,>! slp WMIC | o ilgs o
ol @l ax 3108 5 o 590 50 oy B o CMd el (sl ! a5 oS solasiul ool oyl
WS oo ST, 0l 50 ogy cnl Ghlie Cobl Ll as, oo Sl 4 ailalymay Gl gt
(O-Y e

1 \\c\sandbox\CON:hiddencmd.exe

The system cannot find message text for message number Bx235@ in the message fil
e for Application.

Copyright {(c)> 2009 Microsoft Corporation. All wrights wreserved.

C:\Windows\system32>_

WMIC kicks-off cond.exe pop-up window

WMIC alowg 4 o0 0018 g Lod 0 yoxdy 18-V &

C:\sandbox>wmic process call create
\\.\c:\sandbox\CON:hiddencmd.exe

185
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VL VLN N VT VENTNENL VT VYN LV VLN LV VY Y NENL VTV NE LT VY NTNE LV VLN NE N VL VYN N VL VN NL VL VLN NEVL VT Y NE VLV VENTNENE VY VU NE NV VLN NI NV VNI NL VL VLN L VLV NI NI

Executing (Win32_Process)->Create()
Method execution successful.
Qut Par

instance of __ PARAMETERS

meters:

(=)

ProcessId = B696;

ReturnValue = 0;

Alternate data s> oolas aseis | stealth Alternate data stream la iS5 g9

..S.....SGN PEWE QPN ) )\)'_é‘..xg u.dl.) 6‘)-.’ |) stream

Volume Shadow
Sk g 3,ls Volume Shadow Copy g Vg Liusg j90ig Jio 59000y o sladseus
- obastin cpl a8 oo ans laciiy aosls 1S Crash laslp b ogd coeas g,00,0 b 138l 5 as
S5 lej 4 (Niwy 5 Gl Sglite Koo s 45 (colas g 00l plodil J3o & a0 4y (6,5
Sy o oy IS 0ueB s 0y 5 B0 cemi 5] Gy 8T olesity slahs, 5 e
S5 pley S anlly axdls Hlai po Jg Cawl JbS 59, A-Y e Y seang 0 5 )L S g, 90 b

ol Ceol axg5 LLs Volume Shadow Copy wgmw 3,90 50 ab a5 (5,500 ope 4355

i aline 3,Slos 5 WS i 0035 |, bl S Gilive slaass ples a5 ol aSS
Glaass sl asS iolpg 1y e bl 51 S8 & le @ w0 ,ls mac osx liong XVAX/VMSA
|, oad 0,058 Olsd 3] Jlasl plfin o a5 glasens L aSl S cos 0,053 |, LG o]
1635 035 o5 o bl e 5 0055 (5,5 oty o Lo hls plos osdle 4y 1S oo (65 sty
B el sle !y o)l b Volume 1z Volume Shadow Copy .aigs oo (6,8 oylaciin
a5 LControl panel ;I Volume Shadow Copy (suu S0 sevalin sl aas oo (plais!

(F-Y WSe) oS ol |, System Protection .. 4 System
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% Device Manager Windows edition

@Oo’:@ » Control Panel » System and Security » System vI‘,H Search Control Panel el

Control Panel Home . oia X
View basic information about your computer

Windows 7 Starter
Copynght © 2009 Microsoft Corporation. All nghts reserved.

¥ System protection

Get more features with a new edition of Windows 7

E
System
Manufacturer: Hewlett-Packard
Modet HP Mini 210-1000
Rating: m Windows Experience Index
Processon Intel(R) Atom(TM) CPUN4SO @ 1.66GHz
167 GHz
e Instalied memory (RAM):  1.00 GB
Schent System type 32-bit Operating System
Windows Update Pen and Touch: No Pen or Touch Input is available for this
Performance Information and Display
Tools
Computer name, domain, and workgroup settings -

Volume cupies cualic g ow ywws F-Y JSo

System oS ol System Properties  ssalis sl 1, System Protection

GaeSd S L g wes o il |, Shadow Copy volumes suu, S, Protection
9O P PO ey Ao e 18 ;s 5 03ges eddlive |y (g5lwo 33 (sLa8 o5lusl lg5 o Configure
Loy 4y (g0, Slondas Lol 9wl co uly0 ole o3lail 70 gojlasl &4 ¥ j0 5 110 Liwgy je0is
s S ool sbml Sliedi S CES .l e ob |y i e 4 |y ol bl ojl
ol el 5B o B S olaii SieS> » g 8,188 o 56 Volume Shadow Copy
Volume g w ams j0 .ol cvaline JB S olais o3 L Lol &ygo & Ol s
S sl 5 by g (65 bty wiles lids agldl 65 0Leisy 51 Shadow Copy
s9>5 Volume Shadow Copy ,o Ll 5l asws wix a5 Canl (S HalS ey ciS o ooliiul
5,2 g 0 o Joe FIFO sancogdsl wlsl » Volume Shadow Copy opdle a4 .ail acsls
Slp lad b ogd 0 S g, b PP emdd W bl a4 eald atie gilwopsd cud )b
Lis L Volume Shadow Copy 45 ceul cpl 500 ope 435 098 5L dpo bl 4i)]

(Y=Y U‘,S\c) Sl 6'-‘3‘95
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Restore Settings

System Protection can keep copies of system settings and previous
versions of files. Select what you would like to be able to restore:

@ Restore system settings and previous versions of files:
() Only restore previous versions of files
() Turn off system protection

Disk Space Usage

You can adjust the maximum disk space used for system protection. As
space fills up, older restore points wil be deleted to make room for new
ones.

Current Usage: 9.71GB

5% (10.00 GB)

Delete all restore points (this indudes system settings
and previous versions of files), Delete

oK Cancel | | Apply

Volume Shadow Copy guu ;S V-V JCs

Lo o5l (e ,ls Volume Shadow Copy IS Sl 0,50 50 sye S, a5 Yl
928 5 Gl &5 Gl 1S (g Wools (lupley sl Ty Ol ol 1 eolil ity
g bosls 0,5 e lp Jle o5 w wisS o 5wl |, Volume Shadow Copy s S
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Volume =g pae 56l 55 a0 Vigang g Luwg j9ams 50 95290 VSSAD Il .cala il
aas e |, leys b galiws 4 Shadow Copy
o> aeo o |, Volume Shadow Copy s 51 saslice oS6l Last shodow a5
el 0 485 ity 3T lagy) o 0 39790 Bl
C:\Windows\system32>vssadmin

C:\Windows\system3Z>vssadmin 1ist volumes
vssadmin 1.1 - Volume Shadow Copy Service administrative command-1
(C) Copyright 2001-2005 Microsoft Corp.
Volume path: \\?\Volume[33faab94-9bck-11df-9987-806e6T6ebIB3 )Y
Volume name: “\?\Volume{33faab94-%9bch-11df-9987-806eb6f6eb963 )Y
Volume path: C:\
Volume name: “\\?\Volume{33faab95-%9bch-11df-9987-806e6f6ebI63 )Y
Volume path: D:\
Volume name: “\?\Volume{33faab96-%9bch-11df-9987-806eb6fbeb963 ]

C:\Windowsh\system3Z2>vssadmin 1ist shadowstorage

vssadmin 1.1 - Volume 5Shadow Copy Service administrative command-
line tool

(C) Copyright 2001-2005 Microsoft Corp.

Shadow Copy Storage association
For volume: (C:)\\?\VWolume{33faab95-9bct-11df-9987-8B06eb6Theb 631
shadow Copy Storage volume: (C:)A\\?\Volume{33faab95-9bch-11df-
9987 -806ehfhehd
B3N
Used Shadow Copy Storage space: 9.707 GB (4%)
Allocated Shadow Copy Storage space: 9.94 GB (4%)
Maximum Shadow Copy Storage space: 10 GB (4%)

o S ol Volume Shadow Copy o g olxl 1) Ll SO pualss o al> o ol o
5 e ol 5o metiss 25 1y 5iss e B 31 Jis B ol 4 (g is (SisS> o )
oS 2 a8lol sandbox 4 1) ol 5 05,5 eolawl Cmd.exe l,>! LB

'Command line

189
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C:\Windows\system32>vssadmin Tist volumes
vssadmin 1.1 - Volume Shadow Copy Service administrative command-]1
(C) Copyright 2001-2005 Microsoft Corp.
Volume path: “\W2\Volume{33faab%4-9bcé-11df-9987-8B06e6T6eb963 )Y
Volume name: \\?%\Volume{33faab94-9bch-11df-9987-806eb6TEebI63]Y
Volume path: C:\
Volume name: \\?%\Volume{33faab35-9bch-11df-9987-806ebTEebI63]Y
Volume path: D:\
Volume name: “\\?\Volume{33Taab%-9bc6-11df-9987-806eb6Tbeb363 N

C:\Windows\system3Z2>vssadmin 1ist shadowstorage

vssadmin 1.1 - Volume Shadow Copy Service administrative command-
line tool

(C) Copyright 2001-2005 Microsoft Corp.

Shadow Copy Storage association
For volume: (C:)\\?\Volume{33faab95-9bch-11df-9987-8B06ebfbehd63 ]\
Shadow Copy Storage volume: (C:)\\?\Volume{33faab%5-9bc6-11df-
9987 -806ebfbHebd
B3N
Used Shadow Copy Storage space: 9.707 GB (4%)
AlTocated Shadow Copy Storage space: 9.94 GE (4%)
Maximum Shadow Copy Storage space: 10 GB (4%)

C:\sandbox>dir

ol Ll o 1) oS ks Volume Shadow Copy o eualss o aS 1, LB 45T
5l Gy Cad o2 Lo Ll 0550 BB Jeld a5 oS e obm! savo> restore point
ol 4 dualys o aS 1) (b e 0 Ol 1) Create san ;5 4 au3, System Properties

O =Y g A=Y SE) asS 0)lg 1) 0g olw! 18
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restore previous versions of files. #Vhat is system protection 2

System Restore

You can undo system changes by reverting
your computer to a previous restore point.

Protection Settings
Available Drives Protection
& Local Disk (C:) (System)

5 RECOVERY (D) Off

Ji (C) (Missing) On

and delete restore points.

Create a restore point right now for the drives that
have system protection tumed on.

i OK I

Restore Point sl :A-Y S
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Create a restore point

Type a description to help you identify the restore point. The current date and
time are added automatically.

mikesrestorepoint]

restore point & oU plais|A-V I

restore point 580 olxs| by :Ve-V JSCo

5 e VSSAdMIn ol 51 oslizsl L Volume Shadow Copy skl anlb sl
&S sk ,0 wax> Volume Shadow Copy 45 osS w) » 5 43,5 Volume Shadow Copy

b 0,0 0929 Cancd jo cylon,S ol 1y ol
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C:\Windows\system32> vssadmin list shadows

Contents of shadow copy set ID: {8belaalo-d2db-4ech-88ch-
2149b1f1f544}
Contained 1 shadow copies at creation time: %/2012 5:41:00 PM
Shadow Copy ID: {19el084c-7965-4092-9bf4-44dchb5hcll45a}
Original Volume: (C\\?\Volume{33faab95-8bc6-11df-9987-
806ebT6eb963 1\
Shadow Copy Volume:
VIVNGLOBALROOTA\Device\HarddiskVolumeShadowCopyZ28
Originating Machine: funhouse
Service Machine: funhouse
Provider: ‘Microsoft Software Shadow Copy provider 1.0°
Type: ClientAccessibleWriters
Attributes: Persistent, Client-accessible, No auto release,

Differential, Auto recovered

Jb oS 0 oanline restore point sl axcs o @ |y oz (699,9 S Jlie opl 5o
Bax 1y ol Lol bl g eog ,a 5,90 olx! BB gol> a5 a8 5 volume 51 Slocs aulys o
C:\sandbox> del cmd.exe
2 2lad slo o) p b Laid 5 atils sg>¢ Volume Shadow Copy s L sl ! LB IS ol b
L 1, Volume Shadow Copy wlgime pualss oo Y= 0y o o] 9525 4 )55 oo pimmms zelaes
malwg 4 0ad ools isled Cncd 4 0)lgs 215 WL S pl gl S cdlice Sliaws Wg ol
Hgsd alwg 4 e teiS 495 VOlume Shadow Copy oL 4 4 aslasl vssadmin
Error! Hyperlink reference not valid. .ol w0 U 1) slasey D zgw L MKlink

S oo 43L5I VSC Lo i cppoles wise ol sl epl 3T a1, "] 48 0SS5 oS oo Slox]
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vy VLV VL)

C:\sandbox>mklink /D hiddendirectory
\VINGLOBALROOTADevice\HarddiskVolumeShadowCopy 28\

symbolic link created for hiddendirectory <<«=>>
\AVTANGLOBALROOT\Device\Harddisk

VolumeShadowCopyZ28\
abg 3l Wl g (Solw a (bl a4 cwpws o Slwpo 30905 Glp cpoles W ol 5l e
Sl saalin |, "hiddendirectory” s a poles dg g 48,5 Cand abgs 1o
C:\sandbox>dir

Volume in drive C has no Tabel.
Volume Serial Number is 98B1-9CHA

Directory of C:\sandbox

03/04/.2012 05:52 PM <DIR>
03/04/2012 05:52 PM <DIR> ..
03/04/2012 05:52 PM {SYMLINKD> hiddendirectory

[\VZAGLOBALROOTA\Device\Ha
rddiskVolumeShadowCopyZ28\ ]
02/28/2012 03:21 PM 7 mike.txt
1 File(s) / bytes
3 Dir(s) 199,002,898,432 bytes free

5 Al pwyiwd (poles Wgw salews & Volume Shadow Copy clgime 4 wuilys oo Ji>
Volume ;s a5 |, Cmd.exe LB op ol oSl egdle @ 0uiS sodlice |, Slgime S
oS iolesT 1) aales S yles Shadow Copy
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C:\sandbox>cd hiddendirectory
C:\sandbox\hiddendirectory>dir
Directory of C:\sandbox\hiddendirectory

11/10/2010 10:01 PM 1,024 .rnd
06/10/2009 04:42 PM 24 autoexec.bat
03/04/2012 05:19 PM <DIR> book
06/10/2009 04:42 PM 10 config.sys
02/13/2012 04:38 PM <DIR> HP Universal Print Driver
03/04/2012 05:29 PM <DIR> myprogram
02/24/2012 02:45 PM 56,384 offreg.dll
07/13/2009 09:37 PM <DIR> PerflLogs
07/29/2011 02:31 PM <DIR> Personal
10/21/2010 10:17 AM <DIR> Pre
04/14/2011 10:10 PM <DIR> Program Files
03/04/2012 05:39 PM <DIR> sandbox
07/30/2010 02:11 PM <DIR> SwSetup
01/31/2011 11:31 AM <DIR> temp
02/24/2012 02:40 PM 784,896 tsk-xview.exe
12/14/2010 02:58 PM <DIR> Users
10/01/2011 11:27 PM <DIR> Windows

5 File(s) B42,338 bytes

14 Dir(s) 199,031,443,456 bytes free
C:\sandbox\hiddendirectory>cd sandbox
C:\sandbox\hiddendirectory\sandbox>dir

Volume in drive C has no label.

Volume Serial Number is 98B1-9CHA

Directory of C:\sandbox\hiddendirectory\sandbox
03/04/2012 05:39 PM  <DIR>
03/04/2012 05:39 PM  <DIR>

07/13/2009 08:14 PM 301,568 cmd.exe
02/28/2012 03:21 PM / mike.txt
2 File(s) 301,575 bytes

2 Dir(s) 199,031,443,456 bytes free
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Volume Shadow s eais o (ola! BB sgzg b oy p Bod Jlie cpl jo a5 Sl ;)
2 Obey 41y e ol poled Wig wilgice )T 51 o 00sr 0T (09 12l BB oy 5 COPY
S Bl
C:\sandbox>rmdir hiddendirectory
ol s el lzl s yiss LB CMdiexe ozl LG aS 015,S cypr et o onl b
WMIC s 59390 GBI 5l eolazwl L1, I8 ol g ail svnlice b8 giwaw LB (galiwg 4 a5
AS eolatuwl § sl . I WMIC 5l solatul sl ;0 aS oS az g e 4S5 ol s ol plol

C:\sandbox>wmic pr
WYoANGLOBALROOTADevi

pyZ8\sandbox\cmd.exe

5 call create
‘"HarddiskVolumeShadowco

L

Executing (Win3Z_Process)->Create()

Method execution successtul.

{
ProcessId = 5780;
0

ReturnValue = 0:

5 oat CMd.eXe _ise ooty wlzl kb jeoloaiise izl cell WMIC sl ol

‘Q}&g§°}b VY-V ;5;3 dosle ibﬁﬂf°t5°)?di

\\AGLOBALROOT\Device\HarddiskVolumeShadowcopy28\sandbox\cmd.exe oo
The system cannot find message text for message number Bx2358 in the message fil
e for Application.

mly

Copyright {(c> 2889 Microsoft Corporation. All »ights reserved.
em cannot find message text for message number Bx8 in the message file f

C:\Windows\system32>

VSCS ;o Cmd.exe gouis ;yleay BB 1yl 51 Jols o g N-V ISl
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Gl lsies WMIC 5l sy ol ool sl B 51 5,5 ooliiul b bl 50,8 Sl sl olss
Ny l3l ol g WS gy yiies odle @ 10,5 oolil oa (oles g 4 5L g ol sl
S5 Volume Shadow Copy . auS 5 Sl |, Volume Shadow Copy «bgime
Slgiome a5 08 4z g8 i A0 (nl 4 Zanl LB plo g b8l do Ll (05 ey ¢ln Sl
ooz b S olaiis Glp Y slad sl lp g cens Sls Volume Shadow Copy
5 abl o8 it b ol 7 Wlgioe log ol 1S5 PC (sl Js wisd o S o blé ety Slygims

IRC-X PRGOS @1)5 OeildS gl sl 8l a1 SYeb ol

oS god 50 ool g5lwiylesy

5 OO ovres )0 55k e slalBle s sl esliinl Sam a4 ES > 5 WSed 0p)5 A L
anelz g 3l ol Calgiho (3 nS el gy 50 S Sl Jliial s bagl g ndy el
5 Lobcd 5 (SB slaailly 5l gl )3 1) S5id 3) lgion azis )5 Sl sl oo ol )18
ool (g3lwless dgamal SUal iolaws cgo ol cpl 90,5 Tas blge sla,lnl 51 (g s olaws
oS oo s ) oS 5o besls (iluglesy (Jle vz b el ool o

S35 & S o B pb yo (ylgh oo 45 (KO
b Sy GRS Sl )3 sy wSeid 50 laadyy 5 bl 5055 Sl lp Al by, Wiz
ool alid Sl wSed oyl sl 5 osdiae ader o bl ol sl cel oS L sb kT
Ly Gy onl boad ol sl b ds-all jsiws conl s LS jows 6l s isy cnl (s ool

'Anti malware
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spihuntr@spihuntrubuntu:~/sandbox2% vi .mike.txt
spihuntr@spihuntrubuntu:~/sandbox2% Ts
spihuntr@spihuntrubuntu:~/sandboxZ% 1s -al

total 12

drwxr-xr-x 2 spihuntr spihuntr 4096 2012-06-01 00:10
drwxr-xr-x 44 spihuntr spihuntr 4096 2012-06-01 00:10 ..
-rw-r--r-- 1 spihuntr spihuntr 15 2012-06-01 00:10 .mike.txt

2 Gaby bl "5«5)@'*3%.;3Quﬁ"”5uf_ﬂi&]wg‘)" 9 ¢ O9>g Adg (&S

Lol 55 g4l

spihuntr@spihuntrubuntu:~/sandboxZ2$% mkdir
spihuntr@spihuntrubuntu:~/sandboxZ2% 15 -al
total 16

drwxr-xr-x 3 spihuntr spihuntr 4096 2012-06-01 00:11
drwxr-xr-x 2 spihuntr spihuntr 4096 2012-06-01 00:11
drwxr-xr-x 44 spihuntr spihuntr 4096 2012-06-01 00:10 ..
-rw-r--r-- 1 spihuntr spihuntr 15 2012-06-01 00:10 .mike.txt

Sl B> gadg bl g bl pl oo SpPace 0,5 ailsl ol pgas pl 0 I saSS
Sy Ol oo 4S5 ol 515,00 Solu o ¢ IS5 LS 5l e 4 1,35 S L NN Olyy8 s
5,5 eolal e M el o pgo lats (sadg Sl

spihuntr@spihuntrubuntu:~/sandbox2$% mkdir
spihuntr@spihuntrubuntu:~/sandbox2% 1s -al
total 20

drwxr-xr-x 4 spihuntr spihuntr 4096 2012-06-01 00:11 .
drwxr-xr-x 2 spihuntr spihuntr 4096 2012-06-01 00:11 .
drwxr-xr-x 44 spihuntr spihuntr 4096 2012-06-01 00:10 ..
drwxr-xr-x 2 spihuntr spihuntr 4096 2012-06-01 00:11 ..
-rw-r--r-- 1 spihuntr spihuntr 15 2012-06-01 00:10 .mike.txt

ol pls i3 e g, 995 5l ol SPACE dun g D939 (GoaisS Lasiive a5 slailis e laadsy oyl
‘51.>u Sl uio.a 6'@4.&3% L“Q-i‘ as O'.’.‘ 4 d>gd el QT )LLS )'| 6|4§)> 9 L5\>l.c- Q‘ﬁ)lf )“ Lg)lﬁ.wa’
3l Gk 5o 5 009 LB 005 Gl Gl losls Joly (g, (nal 05,88 (oo il ley b Ll

S o 5 Ubunt g Mac 0s Jie ¢ (uSgid sloasens
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aBbazwg b8 i 50 g5lop ey
a8,5 Ubuntu ;I wSeud slag;er 5 )b jo |, extd ext3 ext2 asl arwg b siacw
5 oS5 gt bl o Jio b6 wia cul opdle @2 8L olyie syl 5 Mac OS b
&sl> iN0des ja 04 o asin INOAES G L adg 5 b6 0 5 00p INODES (gol> WSy
laSo,Lal 5 ol slocanz (bl colo b (1 & (gw s 3> (LB g5 pgas ;o Sl
sl 6 glosls sl ay

&S o Jite inodes a1 ol ab e bl ogd oo Bd> L 85 atil arwgs b1 gians )
65 b sl JB sl ool sl BB s bagi 4 oy b S (slaosls i Js
B sols yisw aS Jley U g 0gd o B> LB 8y 00,5 o3 Bi> gl OVEIWrite g,
plplo aS o 6, |, BB ygel s Sledbl ples iNOAES sois  cwsgiib Julepinam lawgs
Sle 4 loo s job 4y ol ol (Js 95 bk Olgse SUsS slagls, a1, ool
gk 5 YL LI oo b o 5o 0l Bi> Sl bl b3l (ld )b (S )l LB
o (S S JU ST e 5 BB il il 51 a8 L

ileoliy sl pely e INOAES 5 sl anwgs B w4 50 (b9, (nl xS )54 L
L 59 95750 pbis sla bl o3k sl 513 nS3i) oS ool inODES 3oyl il 5 Lo G
IS T L5 Lol oyls 0429 S eid slag e yuiws ,o debugs LsL LIl o)ls 545 inodes
Lol azle e2undel sb 4 s poole Il s, 0,5ds) BT el

it 3 985 £58 JiynS 1 Al (gl 453l Amgs B o Sl b i 1, lelS
- oo o3l UDUNTU. Lol g 51 Jlio ) 5 oS oo Iy 031 o Wodls (33,8 ey el o2,
- oo oolawl GParted 5l Lo ol o )ls 9925 Jolepimas (ol 10 (S556s5 (oiirins,b slolpl oS
S

35bils 1y (31 25 Gyl 51 ol o 0,05 92 51381 05l Lo (gooliinl 8550 (ga5us jo 5]

http://gparted.sourceforge.net

5o S Ll |y gparted jgs A=V S Jre ey bas 511585 )18 ey 5T (ol

G e b 5] o oS il | bl Con b wplss o a5 Iy alibls o]y Caans o)

PGSO el Jie 4o sl dbul o U Qg ‘_’.A.A.IG.A 39 LAl 550 gl Sy Ol @
unmount a5 5l eolatul b g (Sole a4 g 0ol )l ,L 5 n eilyo SToplas cwo sy Jole
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Sl V-V S e 4l drwgd (64385 und (gl ) ext2 4o ¥ ool Cw s oole! el 0

File Edit View Search Terminal Help

spihuntr@spihuntrubuntu:~$ sudo gparted
[sudo] password for spihuntr:

Jdev/sdc - GParted

GParted Edit View Device Partition Help

E;/dev/sdc (1.87GiB) ~ |

/dev/sdc1
1.86 GiB
Partition File System Mount Point Size Used Unused Flags
unallocated [ unallocated 3.78 MiB - -
/dev/sdc1  ©.  fat16 /media/4C80-234C 1.86GiB 66.34MiB 1.80GiB boot

0 operations pending

Gparted calows 4 JU yunST alidls 3 cpiend sl Sl Y-V JSUs
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Jdev/sdc - GParted

GParted dit View Device Partition

'w/dev/sdc  (1.87GiB) v

Delete

Partition File System Size Resize/Move Flags
unallocated M unallocated 3.78 Mif , =
/dev/sdci Fat16 1.86 GicHRE 0GiB boot

Format to v ext2
ext3

ext4
Manage Flags . 2 ;
= = fatié

Check B rat32
Label

Information
._iff,
linux-swap

B ntfs

0 operations pending B reiserfs

W xfs

exXt2 JSis 4 JU yanST alidlo o 3 Y-V S

Sl i )b ol JolS Ceoyd ol as Sloj owles 5lel VE-Y S aslen | oo yd a1 8

Dgd oo 00l Liolad VO-Y S alen ext2 o> o b o
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GParted Edit View Device Partition Help
™ __l/dev/sdc  (1.87GiB) ~
Jdev/sdc1
1.86 GiB

| partitia Applying pending operations

Depending on the amount and type of operations this might take a long time.

Format fdev/sdc1 as ext2z

' create new ext? file system

Completed Operations:
0 of 1 operations completed

P Detalls

193 Forn

1 operation pending

Cancel

oo o yd JU 35 JU ST alil> NPV S

Jdev/sdc - GParted

GParted Edit View Device Partition Help

w__';/dev/sdc (1.87GiB) ~ “

/dev/sdc1
1.86 GiB
Partition File System Size Used Unused Flags
unallocated M unallocated 3.78 MiB - —
/dev/sdc1 | ext2 1.86 GiB 32.80 MiB 1.83 GiB boot

eXt2 S 4 oo cun y JU ST galidls 10—V S
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-d device -s path [-al [-t]

: the file system where to Took for deleted files (1ike /dev/

bt Sl eas B> sla s adlgs o a5 Cuwl (salp0 pb oS asin D
) DN
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spihuntr@spihuntrubuntu:~% sudo eZundel -d /dev/sdcl -s
fhome/spihuntr/sandbox -a -t

eZundel 0.82

Trying to recover files on /dev/sdcl, saving them on
/home/spihuntr/sandbox

/dev/sdcl opened for read-only access

fdev/sdcl was not cleanly unmounted.

Do you want to continue (y/n)}? y

122160 inodes (122149 free)

487992 blocks of 4096 bytes (479595 free)

last mounted on Wed Dec 31 19:00:00 1969

fdev/sdcl is mounted. Do you want to continue (y/n)? y
reading log file: opening Tog file: No such file or directory
no entries for /fdev/sdcl in log file

searching for deleted inodes on /dev/sdcl:

122160 inodes scanned, 2 deleted files found
user mame | 1 <12 h | 2 <48 h | 3 <7 d | 4<30d | 5<1y | 6 older

spihuntr | 2| 0 | 0| 0| 0 | 0
39 inode Ja.wa;AS@LC)Uo‘ )‘de‘fd‘;;uwsow 0w 53 LS)")U r:l;m
GO,y 5O oS o0 oolaiwl ool Bim sla L8 Sz >l Glpoads Bis sl LB pga>

el oo atrin ) 08 2L 5L et o |y ol B> (sl L1 QT 2 a8 Sl el sum
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Select an inode listed above or press enter to go back: 12
15 bytes written to Jfhome/spihuntr/sandbox/inode-12-ASCII_text
select an inode listed above or press enter to go back: 13
27 bytes written to /home/spihuntr/sandbox/inode-13-data
Select an inode Tisted above or press enter to go back:
user name | 1 <12 h | 2 <48 h | 3 <7 d | 4<30d | 5<1 y | 6 older

spihuntr | 2 | 0 | 0| 0 | 0| 0
select user name from table or press enter to exit:
spihuntr@spihuntrubuntu:~%

Ba> Ll g0 a5 paaletn ST .0ws oo Gioled 1) puiS ob3L paoled o a5 ola LB SLS > yeS]
S o0 o 3 IS 4 pmled SLSLHIY 9 VY (o) o ead
Select an inode Tisted above or press enter to go back: 12
15 bytes written to Jhome/spihuntr/sandbox/inode-12-ASCII_text
select an inode listed above or press enter to go back: 13
27 bytes written to /home/spihuntr/sandbox/inode-13-data

Select an inode l1isted above or press enter to go back:
user name | 1 <12 h | 2 <48 h | 3 <7 d | 4<30d | 5<1ly | 6 older

spihuntr | 2 | 0 | 0 | 0 | 0 | 0
Select user name from table or press enter to exit:
spihuntr@spihuntrubuntu:~%

Lol ool 0,38 Y jgiws )0 ool ol dualie (gadig ;0 wb ool bbb LB
BB Bi> oy o la bl wlul a5 Sbxl 5lanle a1y o b ausles oo adg opl (goanlice
g g0 00ls plaiBl al JSoss jab a oals bbb b 4 gl o S

spihuntr@spihuntrubuntu:~/sandbox$ 1s -al

total 32

drwxr-xr-x 2 spihuntr spihuntr 4096 2012-05-30 22:Z21 .
drwxr-xr-x 2 spihuntr spihuntr 409 2012-05-30 22:23 ..

-rwxr-xr-x 1 root root 15 2012-05-31 14:33 inode-12-
ASCII fext
-rwxr-xr-x 1 root root 27 2012-05-31 14:33 inode-13-data

IRl L G 00,5 B | Loy ] s da b 50,5 ol (6lp ouitl ails (lo,lS 5 (59,0 5]
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BB slaools 098 oo oalive auS abaxde |) Ll Slgima 51, g0 2bsL 1 Loyl "e2undel
Co,le 095 o) el
spihuntr@spihuntrubuntu:~/sandbox$ more inode-12-ASCII_text
hidden message
spihuntr@spihuntrubuntu:~/sandbox$
eth 64\4_9[; 4\&»9.’ JJL‘B W L ool A Sl ‘54_> 9 O¢ dﬁ}.o u) M))lSAA w5)
I, extd gext3 o5 511, ol bl oy o debugfs jléls 5 5l eolatul b Jlis oylgie 4 s oo
S35 2 9 mdn 5 4 LUhn Jalegins @555 50 1) Gogy cnl b az ST ogdle 405 bk o
DS o )5 oo A 5 a8l arwg bl pieaw sloas e ple g Mac OS, Red Hat, Android
LS‘)'? oy B> LSLQJ.’L‘B PRI W 01335 u.cl.’ U"‘ 9 JJJ.SGA P9 ol LA LsL(bJ.’L‘B Lngoob
el o by T sk
5 Poske gy onl 310 35zs (il 0pS sl gy Sl gl &S pasd b G o Ll
S e o LS
on-the-fly-encrypted _w iws b jloen 6,50, a3 gjlwesly ol 15800 5
capd o ool (g5lwe w33 slal5l Jo 1, volume
5 ol gilwepsd 5l i Canyo |y aools (5,5, oSL!I Onthe-fly encryption
0als (5,550, (s00ls e aBd o )5 GBS ygas g alibl> o (6,105,051 o] SlaS s,
J5aal asly jlest o 1) olaS e, o3ls 05 L oldS K6 0,5 gliS i, leises 1) oyl po
3l o] lad o Ll eSS lgimms gy pb o bl ab alex 5l wsd oo 6, K50, bl pics
o g o0ls
e & ol (S sle S e all lvolume sle sspie TrueCrypt j1sle 5 s
Sl slil a5 el Sl U Curibge olKaly (ol Hadis b as)bs, by 4o slazel LB olSaly
3,005 8925 1 5l eolaiu] sgus p o goiw o b
3575 Ol esax 5 pldl Ll ly 650zl Sl a5 090 DT SIS & (S5l (5 &
S5l
Sl egwore job 4y oBaly cpl leslainl b ass co ojla! (1 5)I5 4y a4 ol 0,5 oy

| P )L_w; ‘.\.»9.“: w_é) 6‘)‘.’ RS LSQL"-“" )L.,...J
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oo |y gloass aslils gools b yum e bl a5 ol glaiss aTrueCrypt  ~I,b
NUCOVpY J.E; L L&bw R 690‘..4) grawee >osls 9 wloow )lS.uJT UT Lgrf)lfdg
oolaiwl b oS Sso 0, & i omads 09 (Jbo w50 il caws 4 0 g0 o 3l yeidie
e sl caml o oy g Judos bole 51 e g 00,5 CaBer 1) il e cladlxe TrueCrypt
5 2 FBl oo VY a6 5l oo Lol 0 FBI & 1) cliadions alol als Jlab by (oliip >
Qile pSG Loyl 5o, oynsis
b 1) (o Slee (SoeSz 58,5 (wyp O855] 99,5 cdz 993 4 1) Sl axg5 TrueCrypt
S,5

Y=Y 5 V8-V uSe)onsS £9,0 415810 5 ol 5loslatnl g caai by 055 )y 0 au00 o5l

Xxmessage

TrueCrypt 7.1a Setup

TrueCrypt is a softuare systemn for establiching and maintaining an
on-the-fly-encrupted volune {(data storage device). On-the-fly encryption
neans that data are autonatically encrypted or decrypted right before they
are loaded or saved, without any user intervention, No data stored on an
encrypted volune can be read (decrypted) without using the correct
password/keyfile{s) or correct encryption keys. Entire file systen is
encrypted (e.g., file nanes, folder nanes, contents of every file,

free space, neta data, etc).

Please select one of the below options:

(?xiﬂ)(?xtract .tar Package Filé)(jnstall TrueCrgpﬁ)

true crypt,l8le y cuni §9 b axbo -V SO
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TrueCrypt Setup

Installing package,..

usr/bin/truecrypt

usr/bin/truecrypt-urinstall.sh
usr/share/applicaticns/truecrypt . desktop
usr/share/pixmaps/truecrypt , xpn
usr/share/truecruptsdoc/License. txt
usr/share/truecryptsdoc/TrueCrypt User Guide,pdf

Press Enter to exit,,.

513810 5 package cuas Jol o NV-Y ST

L o3l sl 05800 Ll S5 5905 97 (S55UsS sladele pics (535, 2 TrueCrypt
Sl el o truecrypt.org cole ol oo
S5 1211y 51800 5 S g Loyt las 3l 5 ygiwd b (ylgF (o0 e 31 g
spihuntr@spihuntrubuntu:~% truecrypt
soliiwl oyl volume sol>TrueCrypt 4l ol sl GBY als galasls> 5l oy cpl 5o
Create a volume with a 455 Cb J a4 2ls Jlasl 5l e (ol pls oS oo
oS oo ol VA=Y IS siles ol i ,b ol I, 1, partition/drive
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TrueCrypt Volume Creation Wizard

TrueCrypt Volume Creation Wizard

Create an encrypted Ffile container

Creates a virtual encrypted disk within a file. Recommended
for inexperienced users.

More information

@ Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire external
or secondary drive, entire USB stick, etc.

| Help | <Prev

ol 22150 b o5y Slowl (KgSe A-V Sl

TrueCrypt Volume Creation Wizard

Volume Type

) Standard TrueCrypt volume

Select this optionif you want to create a normal TrueCrypt
volume.

@ Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you
to solve such situations without revealing the password to
your volume.

More information about hidden volumes

_ help | <prev [(Nexta | cancel

Ol 92150 (40,5 rsio) -V SCS

B Y-V GlouSe wilon 1) (550, (KigSe 9 i 390 (pid sl b alidl> Wb o gal> 0 58

0y oo asiins VY-V
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Select a Partition or Device

Device Size Mount Directory
< /dev/sda: 74.5GB

Jdev/sda1 71.5GB /

/dev/sdas 3.1GB
“ /dev/sdc: 1.9GB

/dev/sdc1 1.9GB | /media/75f432f0-c428-4a22-b6...
< /dev/sdb: 7.5CB

/dev/sdb1 7.5GB /media/8050-2444

Cancel

Ol i )b ol (gl sl 0590 g3l yo Gl VeV ISl

TrueCrypt Volume Creation Wizard

Outer Volume Encryption Options

Encryption Algorithm
| aes Jo) (Lomest. )

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
classified information up to the Top Secret level. 256-bit key, 128-
bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES Benchmark

Hash Algorithm

| RIPEMD-160 < | Information on hash algorithms

o 5l (5B 30y 12 AES (650 305 (gogu DLl Y-V S
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TrueCrypt Volume Creation Wizard

Outer Volume Password

Password: [ ]

Confirm password:
Display password

" Use keyfiles | Keyfiles... |
Please choose a password for the outer volume. This will be the
password that you will be able to reveal to an adversaryif you are

asked or forced to do so.

IMPORTANT: The password must be substantially different from
the one you will choose for the hidden volume.

Note: The maximum possible password length is 64 characters.

\aubelpiy | (usPrevay| Next> cancel

QU o (it )l 4 (o yiwd (8159 019,35 Sl VY-V Sl

- Lod (0 (i VY-V S aiilod 1) i 5 wir b SO b o ) (il b

TrueCrypt Volume Creation Wizard

Outer Volume Format

Random Pool: 1995CDOE7783790DE1B61B092E. . & Show
Header Key: 76034390383DDDF9BSBB461596. .
Master Key: FF219C49D17DC52E9E9A807718. .

Abort |

Done 7.606% Speed 6.9MB/s Left 4 minutes

IMPORTANT: Move your mouse as randomly as possible within
this window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

Help <Prev Format Cancel

R GIPIe e FRCPRT B & ST T
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vy VLV VL)

SSLrUECrypt s>l b glesy 5200 11y 995 9959 ofy (ylgi o0 (Folw & YU Jolpo 51yt 51
w5905 slgen TY—Y G Y-V gla JSCb aiilod (S gind loys b

TrueCrypt Volume Creation Wizard

Hidden Volume

The volume cluster bitmap has been scanned and the maximum
possible size of the hidden volume has been determined. In the
next steps you will set the options, the size, and the password for
the hidden volume.

Ol i )b jo vOlume slxs | o139 :YF-V STl

TrueCrypt Volume Creation Wizard

Hidden Volume Encryption Options

Encryption Algorithm
| AES J3) Test

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
classified information up to the Top Secret level. 256-bit key, 128-
bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES Benchmark

Hash Algorithm
| RIPEMD-160 ~ | Information on hash algorithms

Help _<Prev@ Cancel

ol volume 5,550, payload «u 35 :Yo-V Jsi
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x TrueCrypt Volume Creation Wizard

Hidden Volume Size

[256] | ™8 2

Maximum possible hidden volume size for this
volume is 1.8 GB.

Please specify the size of the hidden volume to create. The
minimum possible size of a hidden volume is 40 KB (or 3664 KB if
it is Formatted as NTFS). The maximum possible size you can
specify for the hidden volume Is displayed above,

Please note that if your operating system does not allocate files
from the beginning of the free space, the maximum possible
hidden volume size may be much smaller than the size of the free
space on the outer volume. This not a bug in TrueCrypt but a
limitation of the operating system.

Help | <Prev

Olees volume o3Il cpued’ ady 35 :YF-V JSCo

TrueCrypt Volume Creation Wizard

Format Options
Filesystem Options

Filesystem type: | FAT l =

Volume Format Options

In order to enable your operating system to mount your new
volume, it has to be formatted with a filesystem. Please select a
filesystem type.

If your volume is going to be hosted on a device or partition, you
can use 'Quick Format’ to skip encryption of free space of the
volume.

Help | Cancel |

Jo 8 i £ 93 payluad :YV-V JsCo

w35 ) cnl sl mled soliawl ()T 51 g 31,k 1y oyl ailei o0 « YU Sy bl 51 (e
pobed GBI YA-Y S aslen GBY 2ls 4w yiws 61, 1, Select Device
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TrueCrypt

Volumes Favorites Tools Settings Help

slot Volume Size Mount Directory Type
e 1
G 2
e 3
e 4
e 5
w6
a7
w8
e O
w10
“w 11

e 12 =

Create Volume | Volume Properties... Wipe Cache

Volume

E | SelectFile.. |
& Never save history . Volume Tools... | [ Select Device... ]

Mount | AutD-MountDe\ricesll Dismount All | Exit

oals Sl l 03l 91150 Ay (o ywd 9 (5,105 5L SgSa (YA-Y ISCs

32150 B oS o)l S caal anld s 50 aS 1) (gle3lg A5 wulyo pl 4 o yiws (sl

(VA=Y uSe) 09 00ls Loy 4y QT A gy s05l>] 9 (6,105 L



oS 5 5 59009 Jele pias ;o odls (g5lulesy 215

Volumes Favorites Tools Settings Help

Slot Volume Size Mount Directory Type

< 6 x Enter password for "/dev/sdc"

w8 Password: || | w

| Cache passwords and keyfiles in memory . cancel |

e 11 Display password

j Use keyfiles  Keyfiles... | | Options> | {

Create Volume | Volume Properties... Wipe Cache

Volume

E /dev/sdc . SelectFile... |
& Never save history Volume Tools... | | Select Device... |

[ H“Hﬁl“ }Auto—MountDevicesl - DismountAll | \ Exit

S50, Ss> 5 TrueCrypt go)l,o iy sosnlie sojl>| properties a8

(Y’\—V 9 VeV u..ic) MOLSA ‘) %‘)é
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Volumes Favor

vy vy

ites Tools

Settings

VLV VL)

Slot

Volume

Property

Location

Virtual Device

Size

Type

Read-Only

Hidden Volume Protected
Encryption Algorithm
Primary Key Size
secondary Key Size (XTS Mode)
Block Size

Mode of Operation
PKCS-5 PRF

Valume Format Version
Embedded Backup Header

Size Mount Direct

1.9GB /media/truecrypt3

Value

Jdev/sdci
[dev/mapper/truecrypt3
1.9CB

Normal

No

No

AES

256 bits

256 bits

128 bits

XTS
HMAC-RIPEMD-160
2

Yes

O

ory Type

Mormal l‘

TrueCrypt gly0 ©ls e sunlivw ¥e-¥ S
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truecrypt3

File Edit View Go Bookmarks Help
ack + C 48 Q 200 @ v

|| «  _12.0GB Filesystem

ll

secret_folder 2011-03-20.jpg
4items 937.8 KB

<

2011-03-29.jpg 2011-05-28.jpg
2.4MB 2.7MB

|5items, Free space: 1.8 GB
true crypt salowg 4 ool sl 99150 o L P @ cw ws (TY-V S

ceas ol oyl a5 agS s el e wyws o unmounted by B ol b
S8 0,10 sl 4 5L L g eolw TrueCrypt

5 osls giluplen ;o (5,08 Jwsly g 00ls ogl> Bolas | ool (6,50, 5l mlaw ()
S o Loy 1) aely ol ogill <08 4 [0 w0ad ol oo jaaing cod 8l 5 ol ol il
S e osls (6,50, sl TrueCrypt 5l solarwl ais « slad cwysb o el Kan
el e L 5 GBS ol Ll gles B o3lg,08 eas Waosls (obisb 5 el

TrueCrypt's 4¢X> ols ~uo95 Black Hat USA 2009 ;0,505 s conl axg5 oLLs
3555 00330 1 92135 (6,550, JS Wil oo 'MBR

bootkit ;I 5" a5 el Sloj oy 4 lulyd cpl WS oo 5 Ll (S p 0 ki Jy
4 (S o (> 5 g Sl oad o)l s 4 ol (g s gl b g 03,5 2] ptaal
el oyl 5 sl agle 1 TrueCrypt sl solaiwl aas 31,50 & jle 4 abl Sow o2 !y
DS oolaiwl g5

'Master Boot Record
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4 g sl silme Glageile jlesliiul laoly ()8 silne sladae 5 (55lre slageile
Sl edle a4y les S ag 1) wog oo Seb lisS 8 bawgy a5 | 0] Glws g aasl
ol iy by eS8 Ll Cdw slEia suile Lol gl gjlre slaceile 5l oa olysas
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morl el aSLD Gl DS 4 gy Gl Sl S e il slaedase 4595 cnl Al
Cblis g oSl slo Kingy o i gy sabiwy & il 2S5 oSl oo 5ilme Slalae 458
o5 lp S w1y 3le eble 38l 5 &355 ) 51 (ko 15 w352,% @Nd-point
SUls Gl lagdle al 5l (Fn & @S (o0 o b rod & o] arsets SASLA oy
Virtual Jo> LB gass Sie i)l 1, USB L8 claakitl> ¢ SD abil> slac IS 51 ol
moads (b sS4 silre glalaie b )5 12l pa USB glaaliil> s, 5l olsio |, bOX
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vy vy VLV VL)

Silme bazmo 5 65lw ey
Llg oo g anils |, Usb aladl> g9, 5| (o3l Jamme Wga l38le 5 (sl 1Sl MOjO-pac ,l33le 5
21053 o5 XP eads S e 12l sojlrl Lok 4 b wogds Jiiie o 550 4l 4y (slaibyl, )
U Sl s oog o BB Cuge (Bl b e gwlS (58,5 5l 50 sas ey slal; e s,
ol 5 3l Laa 53 Laosls (05 ey acb o S8 sl lie A5l e 05 ol 0T

el 0y bous w5 ylo |, Desktop

I Blp P el

USB il sae Sy .S solils 1, MOJO-PAC (saduns i3] camsi o)l33lo 5 i 5,0 sl
Jastinl gl o wiles (ils ! b MOJO-pac.casl s o 50 oo « Ll zed e 5 036 bus 5
(A Se) 0 o )8, \C galys e jeuig 5o

L. MOJO|rPAC

+ License Agreement
RINGCUBE TECHNOLOGIES, INC. ﬂ » Install Options

Welcome to MojoPac Installation

END USER LICENSE AGREEMENT m Install/ Upgrade

RINGCUBE TECHNOLOGIES, INC. ("RINGCUBE") LICENSES THIS SOF TWARE
PRODUCT TO YOU SUBJECT TO THE TERMS CONTAINED IN THIS END USER
LICENSE AGREEMENT ("EULA").

YOU EXPRESSLY ACKNOWLEDGE THAT YOU HAVE READ THIS EULA AND

UNDERSTAND THE RIGHTS, OBLIGATIONS, TERMS AND CONDITIONS SET FORTH = 5

HERETN. L) Information

BY CLICKING ON THE ACCEPT BUTTON ANDJOR CONTINUING TO INSTALL OR For commercial applications, please visit
USE THE RINGCUBE SOFTWARE, YOU (i) REPRESENT YOU ARE LEGALLY ABLE TO wwaw. ringcube.com to learn aboutvDesk.

ENTER INTO & BINDING AND ENFORCEABLE AGREEMENT; (ii) EXPRESSLY
CONSENT TO BE BOUND BY THESE TERMS AND CONDITIONS AND (jif) GRANT TO
RINGCUBE THE RIGHTS SET FORTH HEREIN.

=
[V This product is licensed for personal, non-commercial use only, |
[V lagreeto  TermsofUse | and  Privacy Policy I
| MojoPac Yersion: 2.0.0.0
cpack [ Tagree> Cancel |

Mojo pac ,l38le 5 cuai N\-A S

Amles asin |y date gl0 06d oo alwlg> Lol 5l pg0 (g0, ;0 20,5 g9, 1) Cual 234
dmled les 1y l58le 0 cpl 51 eolaiwl s oo ST auS cds laus Ol | USB ls &b Leis 4
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~n

oS Jldpe S5 gasbl 51 i |, ADD shortcut sand wb e oo o33 ol a5
(Y-A Se)

MojoPac Installation - Install Options

L. MOJO|PAC

+ License Agreement
» Install Options
m Install/ Upgrade

@ Information

Please select the drive and directory
where you will install MojoPac. You
cannot install MojoPac in the root
directory of a drive that contains Microsoft
Windows. If you choose a drive and
directory that contains an existing version
of MojoPac, you will be notified that an
existing MojoPac installation will be
upgraded.

Mojo pac l38le 5 (s 3kxo cymilo duaio 93150 bl :¥Y-A S5

J>le saalsl b aiS oo (5lre uiile ool (sl 91100 (g5lw oolel as £9,5 anlipy (prnw

(Y-A oSe) 04 oo 1,1 )] DESKEOP ammio (sl pp coa
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Ll Moo oA IR S

Mojo pac,l;éle ,i Desktop axio :¥-A JsCi

a XP Jolepiws b slaslly 5l ol oo 1, USB - ids jo oais uas MOJO Pac 33l Jl>
o iS5 lass o ol ()5 4 cnlple g 08 Jite Jalepians loa b (5,500 4L,
L laibl, ;o Mojo Pac l3éle i g5 )54 5l oalelray Llay a5 08 azxgy S5 Gl @
i o sndo Ll ol WS e AT 1 ol gl eslitul  Ssk> XP o elepiuc
—es 3l ogdae eolaral SeX> Sl Barrett aigs Mirtualization and Forensics
s S bl L General Sy o e 0,8 o LB o ol o 1, b, o Mojo pac,l;él

(O-A 5 F-A uSe) 0S sgamme b g i, S |, MP (g5lre as g &bl oo Jles Policies
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~n

M MojoPac Settings

G Thacking|

Append MojePac signature te emall sent from your emall softiware,

MOjO PAC 5315 55 (sui Sy F-A JSi

MojoPac Policies

Brevent MojePac USers from SWItching.

o Host PG [” | Disable Access to Optital DHves

pooard 7  Disable ficcess ta Fixed and Hemoy,

: [Excluding MojoPacdrive)
Elear Cliphoard o SwWitch o Host
: Lyork Brives
1 toMoejekac

Block MojoPac from Using Host Printers

I Disatle MojoPac Printers = Access to MojoPac Fie

5 ole Prnt Screen

Mojo pac ;o sbcaulow gaos Sy :0-A JSCo

able Drives

o Host
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C:\Virtual Machines\Backup\Ubuntu 8.64 JeOS>dir
Uolume in deive C is System
Uolume Serial Number is G85D-1A58

Directory of C:\Uirtual Machines\Backup\Ubuntu 8.084 JeO0S

18,17/2811 : <DIR>
18,/17/2611 : {DIR> i
a5 /052008 H 1,455 readme.txt
A5 /085 /28688 - 186,777.688 root.umdk
a5 /652088 :5 131,072 swap.umdk
5/85/28088 sk 8,684 Ubuntu.nvram
@ Ubuntu.umsd
1.311 Ubuntu.vumx
H 261 Ubuntu.vmxf
? File<(s) 186,920,383 bhytes
2 Div(s) 14,478.638.912 hytes free

C:\Virtual Machines\Backup\Ubuntu 8.64 JeOS)>
VMware sjlxo ciilo jo b P cancd:P-A S0

ol vmdk sl LB ogdle 4 el GBY 4l sojlusl iSlas g ol g3l o,la :Vmdk
~a5ens o VMAK Gla bl.cwsl Jbw 5L 0,90 slas cadlol 4 sile cwile sloosls
iogr dsk LB ol ay 38l 5 ol pis sl

Celgslyo o)l sl 5 (55l eile XNra: Bios

snapshot slaesls pl 5 55lxe (wile )l > (50,55 e J16 vmsd

1o Sl Lol 5 08 o 0,053 355 50 |, (53l oble 22Ky (e b6 () VX
Sbgioe V-A IS 50 ol g aSlids Glbls )l )] 4 Juaie slo )l Jolepiinsws 3530
95 s oanlie |, a5 sty Koy L

a4 4 ol Gle eile Jolopinps ogas o alaoslsyl Lols o 5hs LG Vmxf

S9550 )8 @ ol 5l (29,5 saliwg

VMware Image sla 1 yo bosls g 3bwylesy

2 pole oo el sl sims oo IS |, VMware Image sjle opeiile a5 sla o L as 95T
S 2lr ol 5l e 50 s ool 5l (S5 ez leply 4 qelie a5 (Lol B s,
ol @03l ol mice o (omsyyt 4 el i o3l b L L vmak gilre gals ols 6
9 s o2 bl slaojlail 4 Wilg o I slalaxe o 5 el xe GB2 L MB 50 51 L
Lol Ol 5 00gr Jamil LB 4 59, 2 Ol 45 (slojlasl 4 Bl b Jlio (6l 457 ol ()T el

.C;*A‘LJTOJ%‘)L?uq “Al3&’ o}Lﬁ‘b ;kLé‘g}QQ L u;s‘d;&d‘&f&UL;Q‘o)S Q9BL>
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ﬁ C:\¥irtual Machines'Ubuntu 8.04 Je0S \mike.vmx - Notepad + + e .HJQ.'.EJ
File Edit Search View Encoding Language Settings Macro Run  TextFX Plugins Window ? b
| c OB - 2|4 R|2e Mm%tz BE(S1[ED|EEDH >

CrE——

= m&eymu‘-IUEuMuvmxl

1 I encoding = "windows-1252" =
2 config.version = "g"

3 wvirtualHW.version = "4"

4 scsil.present = "TRUE"

5 scsil0.virtualDev = "lsilogic”

& memsize = "256"

7 scsiO:0.present = "TRUE"

8 scsiO:0.fileName = "mike.wndk"”

9 idel:0.present = "TRUE"

10 idel:0.fileName = "F:"

11 idel:0.deviceType = "cdrom-raw"

12 floppy0.autodetect = "TRUE"

13 ethernecO.present = "TRUE"

14 ethernectO.wakeOnPcktRev = "FALSE"
15 usbh.present = "TRUE"

16 sound.present = "TRUE"

17 sound.fileName = "-1"

18 sound.autodetect = "TRUE"

19 svga.autodetect = "TRUE"

20 rwks.keyboardFilter = "allow"”

21 displayName = "Ubuntu 8.04 JeO3"
2Z guestOS = "ubuntu"

23 nvram = "Ubuntu.nvram"

24 deploymentPlatform = "windows”

25 wvirtualHW.productCompatibilicy = "hosted”
Z6 tools.upgrade.policy = "useGlobal”

27
28 idel:0.autodetect = "FALSE"
29 floppyO.fileName = "A:" ;I
11281 chars 1379bytes S(ltn:1 Col:1 Sel:0(0 bytes)in O ranges [Dos\Windows  |ANST s 4

VMware ,o vmx gucs ,Sn b Ol gixo :V-A S
BBl le Glp a8 o)l 0929 1 58l 5 oo wy las Ll s 1, Xwnd LG 3]
oY o s Jolis a5 5L5 5,50 sly Ll acgaze S5bls b oS ssbils VMWare cole 5l aglsi oo
VMware L |, 555 IS 555 0 o2 XVMAK (55lee S 6 ol jor 0 (5500 opiile 1,2 (6l

(A=A oS2) 058 0 9,5 Player
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= Aictivating swapfile swap...

w Checking nininun space in tnp

» Configuring netuwork interface: g
setting up console font and },p'un.\p_

» Starting systenm log daenmon

« Starting kernel log daemon.

» Running local boot cripts (retc/r« local)
Ubuntu 8.04 ubuntu- jeo ttyl
ubuntu-_jeos login: toor

sword

login Mon Oct 17 11:03:33 EDT 2011 on ttyl

Pa
|
Linux ubuntu-jeos 2.6.24-16-virtual #1 SHP Thu Apr 10 14:32:04 UT(

The program included with the Ubuntu suystem are fred of tuare:
the exact distribution ternm for each program are described in the

individual file in susr/sharesdoc/=/copyright

Ubuntu cones with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu docunentation, please v
http:s7help . .ubuntu.cons

toor@ubuntu~- jeos: ¢

[To deectinputto this vitual machine, press CisG. FERELTIEEEEE & wwoe

(63 (rlo S & A gl Jole s 5221 A=A JSC

5035 (igels (53lme (dle a5 mgd (telae b VMK LB o laesls 5luglesy 5l Gt
Dosels slre ceile I il ansls ag)ly il cud Sen Dygo ol b o a3l al b e
-0l wenlio S 05 (s 5 Julod gl V/HEN galiss 4 1) xwnd LG ol e ciend
28 5L ool (g5lw

o 4 Culy 3N KDMV o] o sl Ll sl 65655 vmdk L6 o Header ,slis
Log) a5 aiied (55bne (sl slo bl MF ogs o T M sla Ll )3 a5 Cul(gs o ouily>
Sz a8 cuol (LB vmdk LB Chgime rizes 5 sites axly BB S Ojs0 4 Sen
5 Smd ($5le IMage ojlasl (Lol Suwd (Sojmd dwdin dud) Swd dwain «Suos Vdka
Lk e 55 05500 Juld 1, OFFSRL (3,5 oss sty &) S 1o o] 585 1,3 oeo
el (§5lome cile Gyl les 5o 6,55l slas 51 6 Kt sl VMK LB cojlu]

Sad Oyl Jio oy sl (Sopud Sss 3,0 51 (g5le gazws vMdK LB a5 Ll
S yo 1y pad slo Slas 51 ()l 4z o tadbige oriud )b g 5955w PAd Juld (S8

(A=A oSe) dgei oamlice Glgs oo ] LU o 059 4 (55l

227



228

Lmesla 5 jlwply ¢ 5 ) Sbeauibey

vy

VLV VL)

= wintex - [root.vmdk] - IQIEI
% Fle Edt Search Postion View Tools Specialist Options Window Help =181 x|
DHEéTE  chBRn MAXLEMN 2Ny Q500 K)ol | ©
scuba PG rootvmdk |
T Offset | 0 1 2 3 4 5 6 7 8 9101112 13 14 15| Al
C:\Wirtual Machines\S andbok 186777488 |27 D6 10 00 E8 08 11 00 S6 00 00 00 03 00 00 00| 'D..&...V

186777504 |17 1B 13 00 00 00 00 00 35 D6 10 00 46 D6 10 00 50. FO
Flosze: 178MB| 186777520 |57 00 00 00 03 00 00 00 1A 1B 13 00 00 00 00 00 W
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to indicate end of file
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Activating swapfile swap.

Checking nininum space in tnp
Configuring network interface
setting up con sole font and }‘_l‘lln.(,l4
Starting system log daenon

Starting kernel log daemon

Running local boot script
Ubuntu 8.04 ubuntu- jeo ttyl

ubuntu-_jeos login: toor

1ssword :

st login Mon Oct 17 11:03:33 EDT 2011 on ttuyl

inux ubuntu- jeos 2.6.24-16-virtual #1 SHP Thu Apr 10 14:32:0¢ I i686

P
L
L

The progran included with the Ubuntu system are free software:
the exact distribution terns for ecach program are described in the
individual file in usr hares/doc/ = 1nl|:ll‘ll:§|l

Ubuntu cones with ABSOLUTELY NO UARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, plea
http:sshelp.ubuntu.con

toorPubuntu- jeos: 9

To drect input to this virtual machine, press Cirl+G.
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Client Server

TCP JUil oG » o Hand shake ailfaw Jol 0 V-0 JSCo

| by JUy olods gadsl Jluie (client L Jlos ,3) TCP Lls)l 55kl a5 LT
Sledbl Jal sl o) s muls 5l Ol a5 qea)ls S o 1) (ghezr o )0 S o (aie
Gabewy 4 |, bL3 )| (6,185 g9, Ul TCP LLs,l o sl sboaius JU js o)l (galowy &
sy client galwy 4 oo Lasein JUw o led .alosls oylis Y-4 JSo o wire shark ,l58ls
Sl Hlade cunl oo &8ly jo .mles S aseie aio ol j0 00 sl (o ) ol Jobe V8 sl
SO YEYAY Jolae a5 oS hows o JSo 4 small ending cacls ol oo sl Jolao I, VF
i a5 PYYE L LK ol sae e ol o wond ey oSl 33,8 mies (6l el 00 (gl
SleMbl cob o plply oS o0 o po Y sae jo 1) ool alildS STdl a4y sasin )8 5 003 5 (4o

S (o0 @ po FYVF 3 1) abgpe (Sl oS (oS Jlo)l piislys o571,

ASCII value x K=Sequence Number

D20 alasl 1) yg)ls dusg p 0dd 1S Cooms 5o Bl (Sdmu g 55k, 85T (6l
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Sequence Number K=ASCII value

mled JLo )l M ST oS LW B> paled o0 V-1 SKG 50 Jlie 6l
Decimal =00 0B 52 C4 in hex YfY. Af =£YYF x 114

etho [Wireshark 1.6.2]

BEsed aBxee Q¢ 374 BB el @8 -

Filter: v | Expression... Clear Apply

No. Time Source Destination Protocol Length Info

3 6.000280 192.168.2.2 192.168.2.1 TCP 60 35616 > dec-notes [SYN] Seq=3293711104 Wi
4 0.000440 2 2. 8.2.2 D : es > 616 :

224.0.0.251 MDNS

» Frame 3: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
» Ethernet II, Src: HonHaiPr 87:c4:a6 (00:1c:25:87:c4:a6), Dst: HonHaiPr 87:d4:7e (00:1c:25:87:d4:7e)

)
Destination port: dec-notes (3333)
[Stream index: 0]

Sequence number: 3293711104

Header length: 20 bytes

>

B, L A A7

Window size value: 512

[Calculated window size: 512]

» Checksum: ©xc116 [validation disabled]

{0600 00 1c 25 87 d4 7e 60 1c 25 87 c4 a6 68 00 45 00  ..%..~.. %..... E.
(0010 ©0 28 d5 €0 €0 00 40 06 20 7c cO a8 62 62 c0 a8  .(....@. |......
(6620 02 01 8b 20 ©d 05 [EN-YANEICT] 60 60 60 60 50 62 ... .. . ...r.

0630 ©2 00 cl1 16 00 00 66 00 00 €0 00 6@ @ ........ ...

@ Sequence number (tcp.seq), 4 bytes  Packets: 26 Displayed: 26 Marked: 0 Dropped: 0 Ignored: 3 Profile: Default

Wireshark alwg 4 TCP bl I 5,l,8 s ;0 Hand shake J> 0 goualine :¥-4 ST

oo ool ()Lis Y- S o by oS Loyl o Slas Sis%m YU Jge,8 5l ooliul by ol sl
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(%] snort-mailserver@SNORT-MailServer: ~/Desktop/Covert_TCP

File Edit View Search Terminal Help

Covert TCP 1.0 (c)1996 Craig H. Rowland (crowland@psionic.com)

Not for commercial use without permission.

Destination Host: 192.168.2.1

Source Host : 192.168.2.2 : g
Originating Port: random Modified to utilize
Destination Port: 3333 , sequence number
Encoded Filename: data.txt ‘ encoding
Encoding Type :|IP Sequence Number |

Client Mode: Sending data.

Sending Data: & (encoded), w (unencoded)
|Sending Data: L (encoded), e (unencoded)
Sending Data: & (encoded), t (unencoded)
Sending Data: T (encoded), s (unencoded)
Sending Data: & (encoded), t (unencoded)
Sending Data: & (encoded), o (unencoded)
Sending Data: & (encoded), n (unencoded)
Sending Data: L (encoded), e (unencoded)
Sending Data: & (encoded),

(unencoded)
snort-mailserver@SNORT-MailServer:~/Desktop/Covert TCP$ |

TCP sbvasius JU yw ojlous jo ool gilwiylesy (¥-1 JSC&

Josl ity 1y polie XOR 51 e 5 o0l (o iy B o 1, Y (g adliicsn
o Jlg ojled oy (Bolai (Shy 5l b oS esliul qule 1) 1 Jlo) wal a5 6 5518
S by a0 1y Sol 9o b SO Jlul Cosgaze Wools (giluilens by, ol b oo st
deacom jsa> oMl (gl 1add b coiiw iy absS sl b oS dolas 1) (suulS wualgs b 51
SzsS slapbosle )0 £ 0jg; o a5 lats oo Lo Hls 1o (logleny Ghsy cnl S oolinl
Sl B 5, 4 oy e a5

Sygo 2 VNV 00 aiige a5l 58 lp Aol g &80 ST cwl coes gl
4059, 2 a5 S5y laso j0 aSLTCP USG5 50 lois & 0590l (i il ails o (gobgo )1,
G el g3 osls (luplely dies | gl fiy oS s)ls 252y Ao bl g,
&S oo L Slos

VOIP o boosls g3lwyless
4 VOIP col JKoT jlows oo cde .l VOIP (5,5L8 daools (o3lwiylps I sloeje> 5l SO

AS (o 3dgh S oS a0l Sl VOIP o4 o oolitul o] 51 g 009 (695,15 (sloo S S
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a arg b ool gbio s Jlol Jl (Y5 ply 5l SasS slagize 0055 Oy sln &
a1, ST VOIP s (o J3SS (ola g, 5 1o gl iy £33 508,55 505
ol o5 Ll ) Gigm 595 Iy o o] S a5 0087 oy

Weo 3, 51 45 0,5 o 5y aSid grlans o |, oty Loyl 51 ola iS55l VOIP
oo Jlo)l o)bgs 1) sy oo dalio 4 po &S gladius b ol o5 slaais UDP 4 RTP S,
05 Ly ey 5l ceslie ooy (ilugleny wolie sl he) cnl Sl (See 5l oIS o S
JSoe Bl 00l v (6,550, SToRg 40,5 (e 993 )3 |y s ol 5l (i3 &5 Glates
Ol ookl (oS (oo gy b oS alahs; 5l (Su (g S oo dbml ply S 28l e 0 (Sn
sl o3 gala 4 o oo 5 cins alai

o bl ogm 58 cRTCP Jag, 5o leools (g3luglesy slagisy 5o ol jolis myid sl
oS o 51T S e oolitl abais 4y alaii L3 ,| g,l8, 5 UPC US5s, 5l a5 RTC (gooles S35
5 SIP la S5 42 VOIP adly (o S 5o silwplety gy ol 5l ooliial gl a5 ol IS0
Olew a2 o L |, VIOP RTP s ceo 8 5l ool (g kil $-9 Ko w0y 1o 5L oo ... s RTCP
UPP aiis 095 a5 0,5 oo sl> UPP ais payload isu ,o rtp aies osS o saalivn a5 455
payload sallss ;o 043 sag 4 UDP w045 5 oS o Jo p b ST LS| o |, laosls o
WS (oo ol 8 wao 4 s sln 1) Sl )3 5l 9 50 (b s (sakLy [P g

VoIP RTP Packet Structure

1P UDP RTP
Header Header Header

RTP Payload

Numerous Payload CODECS
types exist, each with differing
structural and encoding methods

RTP Payload Type, Sequence
Number, Timestamp etc.

Source and destination
>| ports, datalength, checksum
etc.

Type of Service, Time to Live,
Source and Destination IP
Address, Protocol Identifier

\ 4

VIOP RTP aiwws (g0 oolw jLisLw:F-1 Sl
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RTP Packet Exchange
€— Pl P4 P3 PS5 Pn
Pn P3 PG P2 Pl p—>
Alice Bob
RTP Header
RTP Payload

b 9 QNJT Oy o0 aoleo RTP Caws :0- o

vy Sby> 0 1) RTP sleatas Jlgi A 9 D casS oo snmline 0-0 S )0 oS ais8 ylos
43,5 0050l Cewl e (8 )0 gladiny il ails ol a4 ST .0S o Aol w2 L ool
UDP US55y 1) iy dae 0 256 b b ety dade 4 Jloyl adg) a3 M55 b g
i oLl iy 45 WS led S ai BLE |, Jlol g5 o bty Lgms 5 151 LB LLs)
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Delayed Packet Modification

<—— Pl P2 P3 P4 Pn
P2 Pn P4 P3 R Pl >
Alice vy Bob
Re-Insert the Extract Packet Detect and Extract
Delayed from Stream Delayed Packets
Packet into from Stream
§ 2t Reconstruct
Replace Packet Coordinated Hidden
Payload 4/ Data Hiding Message
with partial Application A
message content
Hidden Hidden
Message Message

payload sz jo besls z 0:#-4 sl

5 gd oo z,o RTP aiw, payload cus header isw jo sym plo 5l (Soe5 Lise ()
03 pS w1, Sledlbl aS wyls loos yund ion 5l 00 RTP pay glgl i a5 ol
Caond cpl 50 ol (oS Sl 50938l el S o Jiiie payload sow Ko ogas jo
3,15 39>
G S FGIRS L e g ead has b Sl ol by 5 Sz i (Y
25,5 o sl payload ool
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SIPCapture [Wires

File Edit View Go le!ure Ana?yxe s i Telephony Tools | Help

BN BERRE AevwTF L Qaen @#®% % 8

Filter: El Expression... Clear Apply

No. Time Source Destination Protocol Length Info
205 2.975544 192.168.2.2 192.168.2.1 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seqm=59232, Time=24000
206 2.976206 192.168.2.1 192.168.2.2 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59232, Time=24000
207 3.005577 192.168.2.2 192.168.2.1 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59233, Time=24240
208 3.006237 192.168.2.1 192.168.2.2 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59233, Time=24240
209 3.034095 192.168.2.2 192.168.2.1 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59234, Time=24480
210 3.034757 192.168.2.1 192.168.2.2 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59234, Time=24480
211 3.064103 192.168.2.2 192.168.2.1 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59235, Time=24720
212 3.064785 192.168.2.1 192.168.2.2 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59235, Time=24720
213 3.094779 192.168.2.2 192.168.2.1 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59236, Time=24960
214 3.095654 192.168.2.1 192.168.2.2 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seqw59236, Time=24960
215 3.124423 192.168.2.2 192.168.2.1 RTP 294 PT=ITU-T G.711 PCMA, SSRC=OXDEEOEESF, Seq=59237, Time=25200
218 2 18702 102 1AR 2 1 107 182 2 2 oTo P04 OT=TTI.T £ 711 OFMA CCOr=-NVNCCNECRE <C€an=507227 Tima-28572NnN0

Time to live: 64
protocol: uvoP (17)
Header checksum: Oxb481 [correct]
Source: 192.168.2.2 (192.168.2.2)
Destination: 192.168.2.1 (192.168.2.1)
# User patagram Protocol, src Port: 6000 (6000), pst Port: 6000 (6000)
- Real-Time Transport Protocol
# [stream setup by sop (frame 5)]
10.. .... = version: RFC 1889 version (2)
+.0. .... = Padding: False
..0 .... = Extension: False
. 0000 = contributing source identifiers count: 0
0. = Marker: False
Pay'load type ITU-T G.711 PCMA (8)
Sequence number: 59236
[extended sequence number: 59236]
Timestamp: 24960
synchronization Source identifier: OxdeeOee8f (3739283087)
payload: 34819d7b4 500000008004 5000041e35540004006435f0a00. ..

0000 00 1c 25 87 d4 7e 00 1c 25 87 c4 a6 08 00 45 00

RTP 4w payload cunlive:¥-4 i
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col gobgy mdu g b asdlSe ot Gloj 0 e il oo Dgo 5l asl p)l5e ai> lgize RTP
Sl yanmis BB e @ baas ol loss
ote ooled 3l wilgs e ool gilulen Ii8le 5 B a5 el lisly Ceend p s
S oolaiwl e ply lgize 50,5 Hlets gl 0nls LQQT oo 4 Jlo)l milo a5 laa Paylaod
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RTP VOIP Payload Insertion
\

<€— Pl P2 P3 P4 Pn

Pn P4 P3 P2 Pl >
Alice - Y vy T Bob

M1

M2

Complete

Message i

M4

|| Mn

23U LT Jlol g RTP sladins 51 (5 » (slgioms puts :A-4 JSCb
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TTL ol ;0 gIP &Y ;o esls gilw iyl
S e s55n 2l e canilaosls (3loc ey dxians SI0Y 50 0 (JS55 5 5a Loy a5 ol )
[ F @ [P JSSgp ouS oy ools (g5lulpss o8 51y ol jo IP slaaias b

REV-

32 Bits
Version HLEN Type of Service Length (total)
Identification Flags Fragmentation Offset
N
o
2 Time to Live (TTL) Protocol Header Checksum — g
M
wn
Source IP Address
Destination IP Address
Option
Data or Payload

IP Version 4 Format
IPV4 wws ol 505 44 i

sools ol Vo 0kl (saies 1 45 o pie o O] 4 goine LS5 sloald s, b

OB g 033 pS w3l 0,5 Lateine sz Slofg Bas g 0gb ces soliiwl 4T 0,18 eal iy ya5
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Complete TTL Field

Loold Gilwsless olp TTL ol 3,10 Cau 9o 3l coliswl :1+-1 JSC&

aalS ol 51 los,sl ity Gty ol 8 Khas SigSr 1, e 114 U8 s

e s V8 slie 4 1) By Sl 0 e S (gjlols 1P slaaias b,z o |, HIDE
Se TTL ald (355l S 99 b 1) o 99 58 5 ol o 99 Sam 90 ) Jolo e s (oS
Joie o ot XX 11111 1L FY s aias TTL ool con  0uiS o s uloIP ais
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Je ol bogs o Jlo) u:J|5;'.,<a|P Qs 5o 30 Col o VF g0l ain el > L.,)su Jlo,la

H|I |D|E ASCII Text Message
48 | 49| 44 | 45 Hex Equivalent of each ASCIlI Character

Hex Equivalent broken
01 10 | 00 01 o010 |01 01 |o00)01])00 01fo00jo01j|o01 b i
down in 2 bit Chunks

00
]_/3;: BF [ 3 |[7¢ [ e [er [ 7e [ 7e Jar [ 7¢ [ o || 7F | 3F | 7F | 7F

7F
PL P2 P3 P4 PS5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16

\ J
|

Sequence of IP Packet TTL Values to Convey the “HIDE” Message
TTH ol )0 Sl ol Jlo)l (KigSr M- S

aSol SS9 50 Wosld (g ilwylesy s

I sl Wireshark .o )ls 5o aSs SKaog b IS S o J58le 5 a0 bo o Lo oS ays
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Store and display recently opened programs in the Start menu

Store and display recently opened items in the Start menu and taskbar
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To customize how links, icons, and menus look and
behave in the Start menu, dick Customize.

Power button action: |Shut down

Privacy

[¥] Store and display recently opened programs in the Start menu

[¥] Store and display recently opened items in the Start menu and the
taskbar

How do I change the way the Start menu looks?

~ Cancel

sles JUd s iloucs osliciw! Tyl a5 sl p ioles pos (gl 1y iy 35 ool Y-V JSCo

Sloads ooliziul T3l a5 Llaasl  slass 5 05,5 SIS CUSTOMIZE (5435 (59, 2 Caiorad



You can customize how links, icons, and menus look and behave on the
Start menu.
(] Run command
U Search other files and libraries
() Don't search
@ Search with public folders
(©) Search without public folders
Search programs and Control Panel
Sort All Programs menu by name
49 System administrative tools
() Display on the All Programs menu
() Display on the All Programs menu and the Start menu
@ Don't display this item
Use large icons
B videos
() Display as a link

() Display as a menu
@ Don't display this item

Start menu size
Number of recent programs to display:

Number of recent items to display in Jump Lists:

Use Default Settings
T N S
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Step 1 : Steganography Use Discovery

File Signatures
Scan for Known Steganography Use Registry Entries
Downloads

Step 2 : Steganography Carrier Discovery

. ok - Y Examine objects (images, multimedia, network logs and
Collect Likely Carrler Objects. traffic) for anomalies consistent with steganography

Step 3 : Step 3 Hidden Content Extraction

Crack Attack high probability objects with dictionary, brute-force
Crac ~ and specialized cracking methods
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